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Written by

Sean Rhody here’s an old expression —“When all you have is

a hammer, everything looks like a nail.” There’s
a wealth of applicable comment in this expression.
It'san admonition to see the bigger picture as well as
a suggestion that to be a true craftsman, one must
have the right tools.

This month our focus is on tools and automation for Web services. That seems
very apropos for the idea of needing a variety of tools, each appropriate to the task
Author Bio: at hand. As with craftsmanship, Web service development requires the developer
Sean Rhody is the to know what is the right thing to do, and the right tool to do it with.

Zdi:‘\’lri‘i”'mJiEf fI: V|VT4b Knowing what is the right approach is often a matter of trial and error, of learning
isea rezg:ﬁ;um distrye what will work and what will not. In the world of Web services, one of the key areas for
epetadaconstant - coNcern is the definition of the APIs that will be exposed as WSDL and UDDI entries.
witha leading Internet~~~ AS We present a\Web service interface to the world, we must frequently wrestle with the
service company. level of granularity that we expose as a result. Too little granularity and we run the risk
SEAN@SYS-CON.COM of confusing our service consumers by not providing enough specificity for the service

to be easily understandable (and therefore consumable). Too much granularity and we
run the risk of shutting down the network with excessive communications.

Best practices garnered from other distributed computer paradigms such as CORBA, J2EE, and COM
are of some assistance in this matter. As we examine the patterns and paradigms adopted in each of
these platforms and note the successes and failures, we can draw analogies to our own Web services
implementations, which are often implemented on one of these platforms. Just as in J2EE, we can make
our services very granular, but we would expect to incur a significant performance penalty for doing so.

So best practices is one tool in our toolbox. Another is automation tools. No one should ever have to
write WSDL. It just should not be a task to be done by hand. Like Web-page design, once you understand
the underlying structure and concepts, there’s no need to code HTML in Notepad when you can use
something like Dreamweaver.

Similarly, tools are being developed that make it easier to create, run, and consume Web services,
tools that take away the tedium of writing WSDL by hand and automate the process. In the Microsoft
camp, this area is filled nicely by Visual Studio .NET and augmented by some serious .NET development
at Borland. In the J2EE world, BEA and IBM are producing toolkits that enable you to write Web servic-
es with very few lines of code, using a wire-together approach rather than a pure coding paradigm. EAI
vendors such as webMethods are also producing development platforms.

Additionally, the concept of orchestration and management is receiving due attention. As Web
services move from trial or proof-of-concept approaches to full implementation, the need for manage-
ment becomes ever clearer. Companies such as Actional are developing approaches to meet this need.

But even further, as we start to see a wealth of Web services we realize that coordination of process-
es and atomicity of transactions are also critical. The WS-I and OASIS, as well as vendors such as HP, are
trying to define both transaction standards and a standard model for description of the orchestration
process in the hope of standardizing the approach and qualifying the need. It's always difficult to prove
the necessity of orchestration systems — you can typically hardwire the code in less time. But the ability
to make on-the-fly changes and the opportunity to finally have the business achieve the definition
rather than having the IT department code it has significant value. What’s missing is a strong case for
ROI on this technology, but it will arrive shortly.

So we can see that we need more than a hammer and nails — we need a whole Web services toolbox.
This issue highlights some of those tools. Enjoy, and don't use a screwdriver to pound in a nail - it does-
ntwork well. ©
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also coauthored the WS-Security
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Enabling Trusted Web Services

embed trust and security into the new infrastructure

Web services are demonstrating
their value and exhibiting the po-

tential to substantially enhance enter-

prise productivity and reduce operating

costs. But they will never reach their full
potential without two things: trust and
security. That’s because Web services are
based on open, dynamic exchange of
valuable data and services. But for
everything to work the way it’s intended,
those deploying Web services must be
able to ensure that the data or services
being exchanged are kept confidential,
secure, and reliable.

To deploy trusted Web services, you
really need five things:

e High availability: The Web services
must be easy to find using public or
private directories.

e Privacy: Communications absolutely
must be safe from eavesdroppers.

« Dataintegrity: Data exchanged by Web services must be safe while

in transit.

« Authentication: Web services must positively identify the services
with which they communicate.

« Authorization: Web services must intelligently restrict access to
sensitive data and functions.

There are a number of standards
and specifications floating about
right now that attempt to address
each of these specific areas. Most
notably, VeriSign, Microsoft, and IBM
recently co-authored a spec called
WS-Security that attempts to add a
layer of security to SOAP mes-
sages. WS-Security will serve as
the foundation for a number of
subsequent specifications the
three companies hope to sponsor,
including WS-Policy, WS-Trust, WS-
Privacy, WS-Secure Conversation, WS-
Federation, and WS-Authorization. Some of these
names may change, but this roadmap does show a strate-
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gic approach to building out the standards and technology for
enabling trusted Web services.

It will be critical, however, to keep the industry on track. No signifi-
cant Web-based technology has taken off without addressing security
issues in some way. During the past decade, VeriSign spurred the first
wave of secure Internet commerce by embedding the VeriSign Trust
Root in all the major Web browsers.

We must be just as diligent in trying to embed elements of trust and
security into the fabric of Web services infrastructure. Loosely coupled
applications must be able to make critical determinations at runtime,
such as whether to entrust an inquiry, reveal strategic data or invoke
contingent services. In addition application users who do not know one
another must have access to a secure payment mechanism that allows
them to pay for services that operate via the Web services platform.
Finally, enterprises must provide a mechanism that allows applications
to easily locate one another across the Internet and determine their suit-
ability for interaction based on predefined criteria.

To meet these requirements, there must be an underlying trust
infrastructure that is dynamic, reliable, and easily accessed by many
applications. This infrastructure and the digital trust services that it
provides must be integrated into Web services at both the network
and application levels, enabling enterprises to securely utilize exist-
ing technology assets while participating as fully as possible in the
emerging digital economy.

A number of industry players, including VeriSign, IBM, Microsoft,
Sun, Oracle, and BEA, are currently cooperating to make it easier for
developers and partners to create or resell trusted Web
services by providing a single resource for integrating dig-
| ital trust services into Web services architecture. It's early
| yet, but the idea is that developers will be able to easily
| integrate digital trust services into their Web services
using a single, unified API, which is currently provided in
VeriSign’s Trust Services Integration Kit. So far, there have
been more than 2,000 downloads of this kit from
www.xmltrustcenter.org, indicating tremendous early
interest in trusted Web services.

In any case, efforts to integrate
digital trust services across all major
Web services platforms will contin-
ue, and work on standards and tech-
nology will move forward. If it does-

n’t, and the industry doesn’t adequately
address issues of trust and security, Web serv-
ices will be dead on arrival. @
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How Web Services .
Will Revolutionize CRM y

An opportunity to reexamine a common methodology

eb services will revolutionize CRM (customer relationship management). This revolution
will affect not only how sales, marketing, and service professionals interact with
customers, but also how IT departments implement and support the technology. CRM
is, in fact, suffering from precisely the constraints that Web services addresses architecturally. And
several unique characteristics of CRM technology, data, and workflow exacerbate these constraints AUTHOR BIO:
beyond other vertical applications.

The opportunities presented by this revolution will be balanced by equally powerful pitfalls.

This revolution will demand a rethinking of the way many aspects of CRM technology are structured

SpiritSoft

— in particular, data integration. As such, CRM is a unique case study in how to apply a new

www.spiritsoft.com/climber

wsj2.com

technology to an old problem

What Is CRM, and

Why Is It So Hard?

Broadly speaking, CRM is the set of busi-
ness processes that address customer acqui-
sition, retention, and cross-sell/up-sell op-
portunities across sales, marketing, and
service functions. Thus, CRM is big, and big
can mean costly, unwieldy, and complex.

In fact, today most large organizations
are CRM victims whose senior executives
cringe whenever someone (particularly a
vendor) mentions a certain three letters in
a certain order. Several characteristics
unique to CRM are behind the current
challenges:

1. CRM is dynamic. Unlike back-office pro-
cesses like logistics, customers are in con-
trol in CRM. Thus, organizations must
constantly adapt to the way customers
want to interact. Further, complex market
and competitive forces are constantly
affecting the way sales, service, and mar-
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keting happens. All this translates to a con-
stant stream of system changes.

. CRM is multichannel. Customer interaction

happens across multiple channels (phone,
face-to-face, Web, e-mail, direct mail, third
party, mass media). Activity in each of these
channels affects how customers perceive
activity in other channels. Thus, channel
awareness is important.

. CRM cuts across organizational boundaries.

Ask who owns the customer and practically
every department in the front office will
raise their hand. Product organizations,
channel organizations, and geographic
organizations all interact to create a set of
complex dependencies for customer-fac-
ing processes.

. CRM processes are complex. Rarely do mar-

keters ask the question, “How many cus-
tomers do | have in California?” They do,
however, ask, “How many customers do |
have in California who have purchased at

least twice, have children, and whose last
purchase was over $200?” Then they start
drilling down from there, resulting in per-
haps dozens of variations on the same
question.

.CRM data is typically everywhere, and

metadata matters. Unlike most other
applications, CRM can involve informa-
tion from all other applications. In this
respect, CRM is bigger than you think.
Invoice data? Sure, it has purchase his-
tory. Service call? Of course, we need to
gauge level of satisfaction. Third-party
demographics? You mean | don’t know if
they have children by looking at my
internal data? And the meaning of fields
of information, even those with identi-
cal “tags” like “invoice_ amount”, can
mean very different things in different
databases (think taxes and discounts,
net versus gross, etc.). Tiny differences
in the meaning of data that are not

v
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taken into account can cripple CRM
analysis and implementation.

All of these factors combine to create
very complex applications covering multi-
ple touch points with proprietary data
structures and self-contained integration.

The classic application suite approach
that has evolved in response to these fac-
tors and all of the subsequent integration
and maintenance headaches that have
ensued provide the great opportunity for
Web services. Simply put, organizations
have over-invested in CRM and are not
realizing the promise of their existing sys-
tems. In addition, these investments
encompass multiple applications and
databases. With today’s strategic impera-
tive to “grow revenue one customer at a
time,” CRM business processes are reach-
ing maximum importance just when the
enterprise has tired of big-footprint imple-
mentations. Rare is the company that will
replace the functionality of one vendor
with another just to standardize on a suite!
The integration of such a coordinated, dis-
tributed architecture is ideal for Web ser-
vices. Overcoming the integration chal-
lenge can provide the “killer app” all new
technologies need.

S

The Integration Challenge

In order for CRM to work, organizations
must be able to design, implement, and
maintain business processes across applica-
tions and databases. One of the oldest prob-
lems in computing, application integration
continues to impose constraints on the lines
of business as they attempt to generate rev-
enue through CRM business processes.

Very early solutions focused on writing
custom code at the application layer, attem-
pting to extend business logic across appli-
cations. The result, spaghetti code, became
unworkable as scalability requirements
increased. The current generation of solu-

.

8

o TR A

@.

Flr"rl

Extarnal data Tesds Bachk office Bussirmas intelligence
T oy OO
3 RO T = yuss PO P —
Py SAEgy=rey ¥ B

Transaction

Evani Coonrdinatlon Layers

Aoy modag
jasuy uojqmubaguy

| Disparate islands of technology: A tangled web of integration

tions focuses lower on the integration
“stack,” at the data level. These solutions,
from custom data movement code to ex-
tract-transform-load (ETL) synchronization
and enterprise application integration
(EAI), have focused on the movement of
data from one application to another, either
in batch mode (ETL) or in near real time as
“transactions” (EAI) that automate work-
flow by transporting data from one applica-
tion to another.

Today, however, the problem of imple-
menting and maintaining application inte-
gration has not only remained unsolved, but
has gotten worse. The reason for this is sim-
ple: CRM applications function best with
centralized data repositories (warehouses or
marts), resulting in the creation of myriad
data silos, and creating a Gordian knot of
data movement processes within large
organizations, locking valuable data defini-
tions, business logic, and transformation
logic into custom code or proprietary ETL
and EAI applications.

The result is a tangled, confusing array of
interdependent programs both within the
enterprise, and connecting the enterprise to
the outside world. Maintaining this complex
environment, and assuring that the busi-
ness processes inherent in the programs
contribute to high-level corporate goals and
objectives is, increasingly, a nearly impossi-
ble task.

Figure 1 depicts a computing infrastruc-
ture that'’s not at all atypical. The blue lines
indicate the various point-to-point ETL,
EAI, and custom tools used to link systems
and applications together to form CRM

processes. Imagine the integration night-
mare when a new department’s Web site
comes online, or when the data mart’s
schema needs to be updated!

The Web Services Revolution

So how does Web services architecture
address this challenge? Web services
promises to enable applications to com-
municate above the data integration level,
and even above the application level. Web
services enables a new generation of
application integration applications that
allow organizations to identify critical
events and act on those events in real time,
while maintaining all of the business logic
already inherent in existing CRM invest-
ments within its applications.

Through lightweight adapters at each
CRM application or database, events of
interest to sales, service, and marketing that
occur in one system, say a large withdrawal,
or a complaint by a premium customer, can
be readily and instantly identified, evaluat-
ed based on context and knowledge from
around the enterprise via centrally stored
business rules, and acted upon by sending a
native transaction to another application
that is also linked through a lightweight
adapter. The adapter components of the
architecture communicate with and extend
the existing business logic in systems, dra-
matically reducing the application integra-
tion challenge (see Figure 2).

This approach, which | call “event coor-
dination,” provides the following advan-
tages:

« Creates a “hub and spoke” messaging sys-
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| The Event Coordination stack: Integration above the application layer

tem, replacing the point-to-point night-
mare described previously

* Reduces reliance on expensive consult-
ants writing custom code

« Enables more efficient use of resources
such as hardware and bandwidth through
distribution of functionality

* Extends the integration framework to
multiple service providers and third par-
ties outside the firewall

« Provides a balance between decentral-
ized application infrastructure and cen-
tralized coordination of activity across
applications, overcoming data and func-
tionality “silos”

e Utilizes all of the business logic already
contained in an organization’s infra-
structure without modifying or transfer-
ring it

This revolution will
demand a rethinking of
the way many aspects

of CRM technology

are structured vy

The approach plays to Web services’
strengths and dovetails nicely with current
trends in technology, specifically:

wsj2.com

* Web services development is cheaper
than proprietary approaches due to the
amount of free basic infrastructure
available.

* Web services standards are well devel-
oped, allowing the use of standards-
based products for development and
administration.

e The tremendous momentum of Web
services has forced many EAI, ETL, and
application suite vendors to reveal their
business logic through SOAP APls.

 An emphasis on Web services security
enables distributed applications to extend
beyond the firewall.

Data Provisioning:
The Next Challenge

While facilitating application communi-
cation at the event level conforms nicely to
the advantages of Web services architecture,
provisioning data to decentralized function-
ality looms as a potential pitfall.

Application suites and other complex
bundles of functionality evolved because
of heavy reliance on standardized and
reliable data in the form of centralized
data warehouses and data marts. In fact,
the decades-old trend toward data cen-
tralization is one of the main rationales
for big-footprint applications. So, any Web
services approach that seeks to decentral-
ize functionality must address the data
provisioning issue. Simply put, it is
impossible to build a single database to
provision all Web services, and it is equal-
ly impossible to implement custom code
to provision data for each Web service.

Happily, one of the base enabling tech-
nologies in the Web services architecture
promises to facilitate the data-provision-
ing challenge: XML. XML enables applica-
tions that can map decentralized data to
straightforward business meanings. Thus,
the term “customer” or “product” can be
standardized for an audience and mapped
to the various data elements in their
native data stores. Further, business rules
that describe how one definition of a
product (say, an SKU code) can be stan-
dardized to conform to the business defi-
nition for that audience can be encapsu-
lated in the XML. Thus, a lingua franca is
born.

This common language can then serve
as a reference point for disparate Web
services to fetch data, transform it into the
definitions expected by the audience, and
then act accordingly. Otherwise known as
a “canonical object” approach to metada-
ta (where each term such as “customer,”
“product,” or “campaign” is an object with
specific attributes and meanings), this lin-
gua franca overcomes one of the thorniest
issues in CRM: data integration to support
functionality. Most of the cost of the
implementation of an application suite is
the research, design, implementation,
and maintenance of the processes that
take data from around the organization,
standardize it, load it, and update it over
time. By leaving data in its original loca-
tion, but making it accessible via map-
pings and business rules stored as XML,
Web services architecture can dramatical-
ly reduce the cost of implementation and
maintenance.

A side benefit to this approach is re-
usability. Definitions and business rules
stored as XML can be provisioned to any ap-
plication or process, not just the Event Co-
ordination framework. And, all of the origi-
nal research and design is no longer a one-
off project: work that would have to be done
anyway is accessible again and again.

Conclusion

Every new technology trend offers op-
portunities to rethink methodologies pre-
viously thought to be common knowl-
edge. Web services offers this opportunity
to CRM and, in doing so, promises to rev-
olutionize an area of computing that is
simultaneously critically important and
desperately difficult. @
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Designing Web Services
with SMU Signatures

A little extra effort maintains 8

data integrity

\

ML signatures apply digital signatures

to XML documents. Digital signatures

let parties that exchange data ensure
the identity of the sender and the integrity
of the data. This last item is a benefit that phys-
ical signatures can't provide.

Digital signatures don’t have the legal
status that physical signatures have, at least
not yet. Over the last few years this has
been changing, as the federal government
and many state governments have moved
to accept digital signatures as legally bind-
ing for some applications, where they iden-
tify the sender and provide nonrepudiation
(the signer can't deny ever having signed).

Since Web services that use SOAP ex-
change XML documents, they can include
XML signatures. Web service developers
who produce Web services with XML sig-
natures will be able to realize the benefits
of those signatures, and may be able to
use them in place of physical signatures
where the legal community has agreed
they are binding. Putting XML signatures
into a Web service, however, is not trivial.
In this article I'll provide some back-
ground on XML signatures, and then
explore how you can incorporate them
into your Web services. I'll develop an
example Web service, written in Java for
Apache Axis, that uses an XML signature,
to illustrate how it can be done.

10

XML Signatures

XML signatures are the work of the W3C
XML Signature Working Group (www.w3.
org/Signature), which produced “W3C
Recommendation on XML Signature Syntax
and Processing” (February 12, 2002). The
recommendation gives an XML schema for
the signature syntax and also refers to rec-
ommendations on canonicalization, key
type, transformation algorithm, digest algo-
rithm, and identity certification by authori-
ties. The recommendation specifies what
may go into each part of an XML signature.

IBM and Microsoft have been leading an
effort to develop Web service security,
including the use of XML signatures in Web
services. They produced the WS-Security spec-
ification (www-106.ibm.com/developerwo
rks/library/ws-secure) along with VeriSign,
Inc. They recently submitted this specifica-
tion to OASIS, which created a technical
committee dedicated to that proposal. This
specification defines how a SOAP header
entry can be used to carry an XML signature
referring to information elsewhere in the
same SOAP envelope (the basis for my code
example). Placing the signature in a SOAP
header makes it easier for software to locate.

XML signatures are the application of
digital signatures to XML - you can digitally
sign part or all of an XML document. To cre-
ate a digital signature, you calculate a
checksum (digest) of the XML to be signed,

and encrypt the digest using the private key
of a public/private key pair (PKI). You send
the encrypted digest along with the data to
be signed, and also attach the public key
and a certificate issued by an authority to
identify the owner of the public key (the lat-
ter two items don't have to be passed if
the receiver already has them). The receiver
decrypts the digest and checksums it
against the received information. If it
matches, the data’s integrity is assured and
the identity of the sender is tied to the pub-
lic key. By using the certificate, the receiver
can be assured that the public key belongs
to the desired sender, and not someone else
who may have hijacked the digitally signed
data and substituted their own keys, digest,
and signature.

The XML signatures recommendation
doesn't concern itself with the transport
used to get the XML document to its desti-
nation. XML signatures could be applied to
XML documents that are e-mailed or car-
ried on a floppy disk. But, of course, sending
information across the Web opens it up to
attack, making security more important,
and that is exactly the case for Web services.

There has been recent legislation on
both the state and federal levels covering
the use of digital signatures. (For a good sur-
vey of this legislation, see the McBride Baker
& Coles Web site legislative tables [www.
mbc.com/ecommerce/ec
ommerce.asp].) For example,
the use of digital signatures
has been addressed in feder-
al legislation such as the
“Electronic Signatures in
Global and National

Commerce Act” (E- Author Bio
SIGN), and has been Mark Young is vice president of
used on a trial basis for | Kamiak Corporation, the publisher

IRS tax returns of Omniopera WS, a WSDL and
XML Schema editor. He is an expert

. in XML Schema and WSDL, and has
Usi ng XML written object-oriented libraries to

Signatu resin model them. Mark has 20 years of
Your Web Service | software development experience,
First. let’s assume has been a software team leader
' . for many years, and has developed
you are working on an L .
o software for applications from
application where you

telephony to sales automation.
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XML signatures. In my example, I’'m devel-
oping an insurance claim system wherein
agents can submit claims containing acci-
dent reports. Each agent is assigned a pri-
vate/public key pair, which is installed on
his or her computer in a keystore (a data-
base of public and private keys and certifi-
cates). Note that you can use keytool (from
Sun Microsystems) to create keystores for
your own work. The agent signs each acci-
dent report using the private key (by telling
the application where the keystore is and
providing the proper identifier and pass-
words). The agent submits the claim con-
taining the signed accident report(s) via a
Web service to the central office.

At the office, each XML signature is veri-
fied, and if the identity of the submitter is
accepted, the claim is processed. By verify-
ing the XML signature, the central office has
not only verified the identity of the sender,
but also that the information in the accident
report has not been altered after it was
signed.

Now let’s consider how to design and
implement the Web service. For my example
I will be using Apache Axis (available at
http://XML.apache.org/axis). I'll be writing
the code for my Web service in Java, and I'll
develop a message-style Web service. Many
Web service developers start with Java code
and generate the portions of the Web service
that talk XML from it automatically, shield-
ing themselves from dealing with XML. For
this insurance claim Web service though,
where an XML signature needs to be applied
to the XML that represents my data, | will
produce my own XML.

I choose to design my service interface
first so that I'll know what the XML should
look like. I do this by authoring a WSDL file
that describes my service. Its data defini-
tions are done in an XML schema. Since the
WSDL file should describe the messages
that pass across the wire, my data defini-
tions show the XML signature along with the
data it signs. Listing 1 shows an excerpt from
the WSDL file, the first portion from the
XML schema that defines my data (the
listings for this article can be found at
WwWw.sys-con.com/webservices/sourcec.cfm).
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The signature element is carried in the
SOAP header, and | define it as a reference to
the XML signature Signature element. The
AccidentReport element is the data to be
signed; it’s in the SOAP body. The top-level
element in the SOAP body, Claim, contains
an AccidentReport element whose type is
AccidentReportType.

The second portion of Listing 1 shows
the WSDL message definition for the
request message: the first part (name =
“Claim”) uses the Claim type, and goes into
the SOAP body part of the SOAP envelope.
The second part (name = “Signature”) refers
to the W3C Signature element, and goes into
the SOAP header part of the SOAP envelope.
When | define the WSDL describing my Web
service operation, | use document/literal. |
don’t want SOAP encoding applied to the
data being signed, and | don't plan to do any
such encoding myself.

Now | can implement the Web service. |
use the Apache XML security packages
(available at http://XML.apache.org/secur
ity), which you can use from your Java class-
es, and which operate on DOM objects
(which represent XML data). Therefore, |
need to operate on the messages in my Web
service at the DOM level.

To do this, | write a message-style Web
service; | don’t use Apache’s ability to auto-
matically serialize/deserialize Java classes. |
use the Axis sample LogHandler.Java (which
you find in the Axis security samples), which
intercepts incoming messages. It receives a
MessageContext, from which it gets the
Signature element out of the SOAP header
and verifies it against the SOAP body. If the
verification succeeds, the handler passes
the message (without the signature) on to
the Web service server itself. The server pro-
ceeds with processing the claim (in my
example, | used a simple server that echoes
back the elements it received). If the signa-
ture verification fails, the log handler raises
an exception, which causes a SOAP fault to
be returned.

On the client side, | also work at the
DOM and message level. My code translates
the data to be signed into DOM (along with
the data that will not be signed), constructs

the XML signature, and puts both into their
proper place in a SOAP envelope (the signa-
ture in the SOAP header, the data in the
SOAP body). Finally, it sends the message
(via the invoke method). Listing 2 shows the
class that represents the data to be signed;
the class includes a method asDOM() that
returns a DOM representation of itself.
Listing 3 shows the main body of the client,
which populates the Claim to be submitted;
creates a SOAP envelope; causes the correct
parts of it to be signed; and calls call.invo
ke(), which sends the outgoing message.
Listing 4 shows excerpts from the class that
signs the AccidentReport portion of the
SOAP envelope. For more details on how to
do the signing, canonicalization, serializing,
and deserializing, see the Apache Axis secu-
rity samples.

Of course, my code could just as easily
have signed the entire SOAP body, instead
of just signing the AccidentReport. This
would have a different effect — it would
ensure that the entire message has been
delivered correctly, and not necessarily
that the correct party vouches for the
AccidentReport.

Conclusion

As you can see from my example, it can
be a bit of a struggle to use XML signatures
in a Web service. Their relationship to the
XML data they sign makes XML signatures
hard to use in a Web service tool that seeks
to hide XML from its user. It would take
special mechanisms to express the rela-
tionship between signed data and signa-
ture at the programming language level, so
that a Web service tool could handle the
details for you. As my example shows, in
Apache Axis it is easiest to get the XML sig-
nature out of the SOAP header of the mes-
sage (in a log handler) before the main part
of the Web service begins. So the developer
must write some code that can work in a
separate handler. This makes the develop-
er’s job a bit harder, since he or she must
split the server logic into two parts, and
possibly make them communicate (so that
the handler can pass the service proper any
signature information it needs). @
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Web services is just
another distributed-
computing technology

for revealing the busi-
ness services of applica-
tions on the Internet
or intranet using open
and standards-based XML
protocols and formats, but
some essential traits make performance man-
agement and monitoring of Web services both
different and necessary.

Simple Object Access Protocol (SOAP) is
the wire protocol for Web services. SOAP
HTTP calls cost in terms of network traffic
and latency, CPU cycles at the SOAP server,
and possibly SQL latency at the database
server. SOAP overhead includes extracting
the SOAP envelope and parsing the con-
tained XML information. Further, XML data
cannot be optimized much. Other essential
traits include:

e The overhead of encrypting and decrypt-
ing data

e The overhead of using Universal Des-
cription, Discovery, and Integration
(UDDI) for dynamic binding

« Dependence on the quality and service-
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level agreements (SLAs) of external Web
services

e Latency of dynamic binding

* Monitoring of end-point integrity

The core intent of Web services is to loosely
couple disparate applications and platforms
using standard interfaces and protocols. This is
also its weakest link as far as predictability and
runtime behavior are concerned and makes
monitoring and performance management
even more important.

Before we look at Web service monitoring,
it's important to understand the current state
of application monitoring methodology and
know the tools used within companies. The
current state can be summarized as follows:

1. End-to-end monitoring and performance-
management tools and technology are still
evolving.

2. A proactive strategy is desired, as opposed to
reactive monitoring and performance man-
agement.

3. Usage and existence of “island or silo man-
agement” and summing up, i.e., monitoring
the individual components of an applica-
tion and summing them up for the end
result.

WWw.wsj2.com

Typical reactions to production prob-
lems vary from “it’s their system/API1/Web
service... not ours!” to “the database is
extremely slow” to “the network is congest-
ed” to “everything is fine, just reboot your
machine.” Bottom line: in the absence of an
end-to-end monitoring tool, no group is
willing to take responsibility.

Both network and systems management
monitoring are critical for Web services
operations. In lieu of this, testing can be
used to monitor Web services — some of the
tests mentioned below have to be per-
formed in all three application environ-
ments (development, quality assurance,
and production):

* Availability test: Checks whether a Web
service is present and ready for immedi-
ate use.

« Performance test: Measures the throughput
(how many requests can be served in agiven
time frame) and latency (how much time
elapses between the request and the
response). This test is useful in evaluating
performance in terms of how long it takes to
service clients’ requests.

e Stress test: Determines and monitors the
breaking point of a Web service based on

AUTHOR BIOS:

load and permits only that level of load.

« Reliability test: Determines how capable a
Web service is of maintaining the SLA and
service quality.

« Scalability test: Checks whether a Web ser-
vice is vertically and horizontally scalable.

e Failover or high-availability test: Ensures
that the failover solution for aWeb service is
working correctly and that Web services
clients aren't affected by the failover.

e Integrity test: Determines the correctness in
execution of Web service transactions.

« Corrective measures monitoring: Checks the
health of the Web services provider applica-
tion for features such as deadlock, process
being hung, and time-out periods. If the
provider application is supposed to take
corrective measures, its behavior should be
monitored.

There’s no doubt that Web services will
be only one of several technologies to play a
role in both enterprise application integra-
tion (EAI) and business-to-business (B2B)
integration. For end-to-end application
monitoring, which may be supported by
one or many Web services, all the support-
ing application and platform components
(such as messaging and databases) must be
monitored as a single unit.
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Performance management of Web ser-
vices should be discussed and tackled
from two different perspectives: design
and runtime. They’re equally critical.
Let’s start with good design considera-
tions that will impact the performance of
a Web service.

* Web services invocation operations are
expensive. It’'s preferable to use them in
macro rather than micro cases, i.e.,
where a lot of work is to be done and a
lot of information has to be returned.

e Depending on the nature of the Web
service, asynchronous messaging can
improve throughput. This, however, will
come at the cost of latency.

e The design of a Web service should be
such that there is very loose coupling
between the presentation-tier clients
and business services.

e “Business delegate” design patterns
should be used whenever possible. This
will hide implementation, lookup, invo-
cation, and caching details from the
client application. The business dele-
gate will convert all infrastructure-relat-
ed exceptions into business exceptions,
shielding Web services clients from
knowledge of the underlying implemen-
tation specifics.

* Whenever possible, implement a cach-
ing mechanism for business service
information. This will speed up the ap-
plication and reduce network traffic
between the client and the provider.

« Avoid aggregating the data from data-
supplying Web services in real time on
demand. Instead, create a data-aggre-
gating Web service that aggregates the
data in a batch mode.

e Several XML parsers perform expensive
operations (type checking and conver-
sion, checking for the correct format)
that make performance slower than
optimal. Consider using a stripped-
down XML parser that performs only
essential parsing.

To achieve runtime performance man-
agement for Web services, the monitoring
tool must be able to collect specified,
defined measurement data; analyze it;
and check for exception conditions. If any
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exception condition has been met, as
defined in the configuration, the monitor-
ing tool should alarm the operators
and/or take corrective measures. Ex-
ception conditions can be based on an
individual parameter or a combination of
parameters and can be defined using both
thresholds and duration. This will allow
for proactive detection of problems. For
example, to deliver good SLAs, exception
conditions can be set on the latency of
Web services calls and throughputs, which
will be monitored in real time by the mon-
itoring tools.

“The ronltoring

To achieve sophisticated runtime per-
formance management of Web services,
the tool should not only detect exceptions
and take corrective measures, it should
also be able to re-create the exceptions.
Re-creation of exceptions will help elimi-
nate performance bottlenecks by diagnos-
ing the cause. Further, end-to-end report-
ing of all activities involved in a Web ser-
vice operation will help the application
developers and managers discover what’s
going on in operational Web services-
based applications and, if required, take
corrective measures. Finally, we can’t
stress enough that runtime performance
management may require considerable
storage and even processing overhead.
Application-specific policies concerning
the extent of Web services monitoring and

the length of data-retention periods may
need to be developed. If the duration of
data retention is long, you may need to
develop data compression techniques.
But the monitoring tools should provide
all these features.

Here are the key factors for monitoring Web
services, based on our experience:

e Use design patterns to alleviate perfor-
mance bottlenecks.

* Monitor the whole transaction as a single
unit.

e Make SLAs part of your application re-
view process.

e Monitor the SLAs and take corrective
measures.

e Ensure that Web services supporting
mission-critical applications are moni-
tored in real time with very little latency.

« Make sure that there’s a single interface
for monitoring, analyzing, and forecast-
ing resource utilization for Web services.

« Define the exception conditions for per-
formance management of both the
threshold and the duration for proactive
problem detection and resolution.

e Last, avoid chaining of Web services if
possible, as it will make their monitoring
even more complex. (Note: aWeb service
can be implemented as its own business
process, or a business process can be
composed of any number of Web servic-
es, which themselves can aggregate
other Web services to provide a higher-
level set of features. This results in chain-
ing of Web services.)

Monitoring and performance manage-
ment of external Web services is much
harder than that of internal Web services,
since the user may have no control over the
quality of the Web service provided. In
order for companies to start embracing
Web services technology, it’s crucial to start
using Web services for private processes or
internal applications before using them
for public processes or external applica-
tions. Public processes and external appli-
cations pose greater risks as far as security,
transaction management, auditing, and
persistence are concerned — and monitor-
ing them is even harder. @
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@ Reviewed by Prasad Joshi

Parasoft SOAPtest

Verify functionality and scalability

uring the past few years we've

seen an exponential rise in

Web-based applications, and
we’re currently beginning a transition to a
service-oriented Web. Web services tech-
nology enables several functional ele-
ments (services) to communicate with
each other. The key to the success of this
technology is the ability to exchange mes-
sages between services implemented on

disparate platforms.

We've embraced SOAP as the protocol
for message exchange, and fortunately, it
has received a good response from the
key players in this technology. Loose
coupling is a great feature of Web servic-
es technology, but at the cost of stringent
constraints on the validity of the mes-
sages exchanged.

With Web services, the underlying
idea of serving client requests isn’t very
different from the technologies we've
grown accustomed to in the past few
years. Based on experience with Web-
based applications, simulated clients
and servers are ideal for testing client
and server behavior. As the technology
receives the anticipated acceptance,
performance testing under varying loads
will be another requirement. Parasoft
has addressed these specific needs with
SOAPtest, a collection of tools that can
be assembled to test certain scenarios
and record the results.

Installation
The installation went very smoothly. It’s
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available with and without the JRE; | used
the one with the JRE.

Features

After installation, | browsed through
the documentation provided with the
product and was overwhelmed by the
variety of functionality. The documenta-
tion highlights specific functionality
while describing the general features.

SOAP Client and SOAP Server
The core feature of SOAPtest is the abil-

ity to simulate SOAP-client and SOAP-
server functionality. In Web application
environments, the Web browser (client)
tested the server-side applications. With
Web services technologies, we'll have to
rely on custom-built client applications.
In most cases these client applications will
have to be recompiled to test different sce-
narios. A tool that can simulate client
behavior will be very valuable.

The SOAP Client tool makes simulat-
ing the SOAP client functionality easy.
The tool provides many options for test-
ing a variety of scenarios. It offers a
choice between “RPC” and “Document”
for the body type of the SOAP message.
The message can be created in three dif-
ferent ways: Literal XML, Scripted XML,
or Form Input. If WSDL can be provided,
most of the options are prefilled.

| used this tool to create a test request
to the famous “Stock Quote Web Service”
deployed on my machine. | used the
Form Input method to create the request
message (see Figure 1).

Once all the required fields on the
screen were set, | could run the simulat-
ed client by just clicking a button. |
could send different requests by chang-
ing the options/data on the screen. At

About the Author:
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0S: Windows 2000 Professional
Processor: Intel Pentium (550MHz)
Memory: 512MB

CORPORATE INFO
Parasoft

2031 S. Myrtle Avenue.
Monrovia, CA 91016
Phone: 888 305-0041
E-mail: info@parasoft.com
Web: www.parasoft.com

LICENSING INFO

Please contact Parasoft for licensing costs.

EVALUATION DOWNLOAD
Afully functional evaluation download (two weeks)
is available at the Parasoft Web site (www.parasoft.com).
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the same time, | could test whether the
server could handle incorrect input
data, incorrect method names, and so
on. The response message, with the fault
element, could be examined in case of
an error.

The ability to chain the output to cer-
tain other tools is a really cool feature.
The SOAP Client tool allows examination
of the following types of data: the XML
request data, deserialized response, and
HTTP traffic data. Later we’ll look at the
feature used for chaining tools to view
the data generated during a test.

SOAPtest lets us simulate the SOAP
server; the documentation explains this
feature in the “Deploying Web Services”
section. Also, a tool is provided to auto-
matically create the server stubs from

i
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SOAP Client input screen

the WSDL file; this tool can be used to
emulate critical functionality that cannot
be made available for testing.

In addition to the basic functionality of
SOAP client and SOAP server emulation,
SOAPtest has a myriad of other tools that
can be of great help in performing the
tests. As mentioned earlier, the available
tools can be chained so that output from
one tool is piped to one or more other
tools.

Browser
The Browser tool can be used to dis-

play the data exchanged (e.g., XML
request message, deserialized response,
etc.) in a new browser window. | tried
using the Browser tool to display the XML
request message for the “Stock Quote
Service” test. | just added the Browser tool
as an output for the XML request of the
SOAP Client tool and it allowed me to
select from available browsers or add my
own.

File Writer
The File Writer tool can be used to

write out data. | also used it to write out all
the HTTP traffic in my earlier test.
(Writing out the HTTP data is another
neat feature of the SOAP Client tool. This
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is helpful because you can examine the
request and response data from the trans-
port layer.)

Check Well-Formedness/XML

Validator
The Check Well-Formedness tool and

XML Validator tool can be used to validate
the XML message received as a response
from a server.

Rule Enforcer
The Rule Enforcer tool allows you to

check for certain patterns in the response
message by creating custom rules. This
tool has a companion tool, the Code-
Wizard, which lets you create the custom
rules graphically. There is separate docu-
mentation titled “RuleWizard Docu-
mentation” for using this feature. At first
look, it seems a bit involved, but I think
this tool could be very useful to test occur-
rences of certain patterns in the response
message. Besides, all the tests can be
saved and then later executed when
there’s a change/update in the functional-
ity of the Web service.

Diff
The Diff tool lets you compare the out-
puts. The output or response from a serv-

@ Product Review

er can be compared to preset data in a file
or a certain specific text data. Both the
text data and the file name can be sup-
plied to the tool. The output data, which is
used in creating regression controls, can
be compared in three modes: Text, Binary,
and XML. Using these we can easily deter-
mine if the functionality of the server
changes. | used this to verify the address
information returned by a sample “Get-
Address” Web service. If the XML mode of
comparison is used, the results indicate
the XPath location of the element that was
modified.

Method
Another interesting feature is the Method

tool, which lets you create your own applica-
tion-specific tests — for example, checking
database updates. The product supports cod-
ing in Java, JavaScript, and Python. The docu-
mentation provides instructions for configur-
ing the Method tool.

Additional Functionality

SOAPtest is designed with extensibility in
mind and has features to use external tools
within the test scenario. The documentation
says that any third-party tool can be inte-
grated into a test scenario. There are many
other support tools, such as the XML Clean-
up, XSLT, etc. These can all be chained to
process the test results or to save them.

Another important feature is load test-
ing, which lets you create a profile with
the desired tests to be performed. The
profile can then be tested in different sce-
narios with simultaneous/staggered users.
You can easily run a simple load test that
shows the results in a tabular report giving
the option to select/deselect the columns
in the report.

Conclusion

Parasoft seems to have given serious
consideration to the experience of testing
Web-based applications. SOAPtest pro-
vides almost all the features found on the
wish lists of programmers and QA profes-
sionals. | recommend this product to soft-
ware developers and QA professionals
who want to more easily and efficiently
verify the functionality and scalability of
their Web services throughout the devel-
opment life cycle. @
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Written by Jeff Browning

Securlty

Secure

Web Services

Using SSL as an alternative to VPNs

usinesses need to provide their users with a method for securely connecting to their

networks while minimizing the costs associated with providing this service — and also

providing end users with as much convenience as possible.

AUTHOR BIO:

As businesses embrace Web services as the method for delivering their applications, they are

struggling with security issues. Network World recently reported that the top worry for IT executives

deploying Web services is security. SSL (Secure Sockets Layer) can provide a viable alternative to

Virtual Private Networking (VPN) companies for securing Web services.

Remote Access

Originally, remote end users connected
to their corporate networks using dial-up
modem services over POTS (plain old tele-
phone service). This essentially provided
businesses with a private connection to
an end user, albeit temporary in nature.
The primary security concern was one of
authentication of the end user — guaran-
teeing that the business was letting the
right people access the network through
its modem pool.

As the Internet became ubiquitous,
businesses longed for a way to eliminate
the long-distance charges generated by
their dial-up remote access services. End
users were dialing into their ISPs locally to
access the Internet with no long distance
charges — why not just let them access the
corporate network via the Internet? The
simple answer was security. VPN compa-
nies came to the rescue.

VPNs

VPNs typically put specialized software
on the client machines as well as a
machine acting as the gateway to the cor-
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porate network. These pieces collaborate
to encrypt traffic between the end points,
guarantee the identity of the remote users
accessing the corporate network, and
guarantee that end users connect to the
right place. Businesses can enjoy the sav-
ings of eliminating long-distance charges
while maintaining the security of a private
connection.

There is, however, a downside. The
specialized software that has to go on the
client machine costs both time and
money. The client software itself must be
purchased and installed on every client
machine that will be enabled to access
the corporate network. Anyone who’s
been involved in these rollouts knows
that words like “incompatible,” “conflict-
ing programs,” and “pilot error” make the
cost of deploying this crucial service
much higher than simply the price of the
software at the end points — especially
when dealing with thousands of remote
users.

SSL

The Internet, of course, was (and is)

growing by leaps and bounds. But con-

sumers at large were wary of sending

their credit card information over the

Internet and being defrauded. SSL was

popularized as a method to eliminate

this concern. As long as the little lock or
key icon popped up in the end user’s
browser, he or she felt more at ease and
willing to conduct transactions over the

Internet.

Originally, SSL delivered two basic
functions:

e It allowed the browser to be certain
that the site being connected to was
genuinely the one requested (by using
a form of authentication).

< It secured the data that was in transit
between a browser and a Web server by
using encryption.

SSL allows end users to guarantee the
identity of the server to which they’re
connecting. Certificate authority (CA)
companies such as VeriSign sell certifi-
cates that are installed on the SSL server.
The CA acts as an objective third party
that forces the business requesting the
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certificate to prove its identity prior to
being granted a certificate. End users or
browsers can verify that the SSL server to
which they’re connecting has a valid cer-
tificate issued by a CA and actually belongs
to the business to which they’re attempting
to connect using SSL. Finally, certificates
are the mechanism used to associate a
unique key used for encryption with a par-
ticular SSL server.

The browser and server exchange keys
in order to be able to negotiate an encrypt-
ed session. SSL then encrypts data while
it’s flowing between the end user and the
SSL server to secure the traffic while it’s in
transit.

These functions have been crucial to the
success of online business. Without them,
end users wouldn’t have the peace of mind
needed to share information required for
completing business transactions over the
Internet.

So Why Not Just Use SSL
Instead of VPNs?

Every system that’s used to connect to
the Internet has the client software in-
stalled, by default, as SSL into every brows-
er. End users are familiar with it. SSL is a
widely adopted standard. There’s no cost
for the client software. There are no inte-
gration issues on either the client or corpo-
rate network side. So what’s missing?

The majority of the SSL benefits dis-
cussed have been end user-centric. In
order for SSL to be successfully used as a
viable alternative to VPNs, another ele-
ment is necessary — essentially, a method
to control which clients are allowed access
to the corporate network. The SSL-based
solution must be able to guarantee the
identity of the end user attempting to
access the corporate network and decide
whether he or she is allowed access. This
can be accomplished using client certifi-
cates. The company can simply act as its
own CA and have end users download cer-
tificates. This allows coverage of the basic
security tenets: “who you are” (typically a
user ID), “what you have” (in this case a
valid company-issued SSL certificate), and
“what you know” (a password).

This method allows the company to
guarantee that only end users with valid
certificates are able to access the network.
The authentication must occur at a gate-
way point prior to the remote user’s actual-
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ly gaining access to the network. The key is
having a gateway solution that allows a
business to enforce these policies easily.
With that in place, we have the security
issues addressed - encrypted traffic be-
tween the end points, guaranteed identity
of the remote users accessing the corporate
network, and a guarantee that end users are
connecting to the right place - all without
the cost or administration problems associ-
ated with VPN solutions.

Coexistence

While the SSL solution works perfectly to
secure Web services or Web-enabled appli-
cations and address the concerns expressed
by IT executives, VPN technologies provide
a few things that SSL can’t — dictating that
the technologies coexist. VPNs provide a
solution for applications that aren't Web
enabled, such as client/server-based appli-
cations, print services, and general file shar-
ing. While SSL can certainly address down-
loading files through a browser, there isn’t a
solid solution for the other two applications
at this time.

Businesses now have the opportunity to
supply an SSL-based solution to the 80% of
their user population that likely uses only
20% of the applications available (VPN
services will continue to be required for the
other 20% of the population). This shift will
result in tremendous savings for business-
es in terms of both time and money
through:

e Elimination of costs associated with spe-
cialized client software

e Reduced help desk calls

* Lowered demands on IT

 Increased ease of use for remote users

Conclusion

Not exactly “adios VPNs, hello SSL.” But
as businesses embrace Web services
through such efforts as Microsoft’s .NET
strategy (and J2EE-based platforms for Web
services) and the Web enabling of most
major business applications available now
or within the near future, IT executives will
be able to say “adios” to VPNs for a greater
percentage of their end users and enjoy the
bottom-line benefits as a result.
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FIRST LOOK

@ Written by Joseph A. Mitchko

(AItioLive 3.0 from Altio, Inc.\

In what looks like an X-Windows server in a
browser, the AltioLive platform offers a desk-
top application environment complete with
most of the GUI elements missing from brows-
er-based Web applications, including drag-
and-drop and other desktop controls. It’s
designed for those applications that demand a
more complex and interactive interface,
including real-time updates of data-oriented
controls. In fact, the Altio Presentation Server
(APS) engine and associated architecture are a
precursor to the next generation of Web appli-
cations, providing a higher degree of user
interactivity and ease of use while retaining the
deployment costs typical of browser-based
applications. The platform consists of the APS;
aset of client modules (for Windows GUI, WAP,
and other clients); and the AltioLive De-
velopment Edition (ADE) integrated develop-
ment environment.

The client side of the platform is data driv-
en and resides on the browser as a 200K Java
applet. The AltioLive applet runs out of the box
across any browser and any Internet-enabled
device, including cell phones, TVs, and PDAs.
The GUI environment was very responsive
and using it was similar to the experience of
navigating through the X-Windows desktop
environmenton a Linux or Solaris workstation.
| had to keep reminding myself that all of this
was running inside a Web browser.

The APS is servlet based and runs in most of
the leading application servers on the market,

24

including WebLogic, WebSphere, and Sun
ONE. It also works standalone using a
Tomcat application server provided with
the installation package.

For those of us nostalgic about rapid
client/server application development
using tools such as PowerBuilder, Altio-
Live has a surprise. The ADE console contains
a window painter, scripting utility, and test
environment akin to PowerBuilder or Visual
Basic IDE software. Surprisingly, the ADE itself
is an AltioLive application and, therefore,
executes within a\Web browser.

With this release, you can rapidly create
application views (GUI) for a specific Web
service given nothing more than the URL of
the Web service WSDL. You can easily integrate
Web service operations into an application
with only a few event property settings. The
APS provides real-time data synchronization
to open client sessions and will monitor or poll
data sources for any updates. It will then make
the appropriate updates to the client applica-
tion. All communication and programming of
the client is XML data driven and fits within
Web service-related architectures.

The client part of the platform is compati-

About the Author:

COMPANY INFO

Altio, Inc. Phone: 617 886-9570
529 Main Street | Fax: 617 886-9580
Suite 208

u e-mail: info@altio.com
Boston, MA Web site: www.altio.com
02129 USA ' T

Using the AltioLive WSDL Wizard to
connect to aWeb service

ble with most browsers capable of running
Java applets and, since it is not sensitive to
HTML browser incompatibility problems, it
can run on some of the older Netscape and
Microsoft browser releases.

Although having a full “desktop-like”
environment is not a replacement for
today’s HTML-based applications, it ad-
dresses the needs of applications that re-
quire a more sophisticated and interactive
user interface. One example would be a
stock-trading application that packs a lot of
real-time updated information on to a trad-
ing desk screen (see Figure 1).

AltioLive is a hybrid of sorts, combining
the best aspects of the Web (HTTP SOAP)
with the strength and flexibility of a
“Windows-like” fat and intelligent client. It’s
a change from the current Web architecture,
in which the browser spends a good per-
centage of its time rendering HTML while
the server makes the business flow deci-
sions. In fact, some analysts see a trend
toward more processing performed on the
client side as the next wave in Internet tech-
nology. This presentation technology pro-
vides interesting possibilities when coupled
with emerging Web service standards.

Entry-level licensing starts at under $1,000
and a special developer license is available.
The preview edition with a limited trial license
can be downloaded from the Altio Web site at
www.altio.com. General availability of Altio-
Live 3.0 is slated for 4Q 2002. @
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A Free .NET IDE

ou’ve heard the hype about .NET.

You've read a couple of vague articles

about dynamic discovery and in-
vocation, service-oriented architecture, and
how SOAP and a handful of other XML stan-
dards are forever changing the software indus-
try. These ideas have intrigued you and you're
interested in learning more — or at the very
least, you recognize the importance of being
able to add these acronyms to your resumé. In
either case, you want to explore the world of
NET, but are unable or unwilling to fork over a

thousand bucks for Microsoft's Visual Studio

NET product. This article is for you.

The Eclipse Project

Visual Studio .NET is not the only option
for exploring .NET in a commercial-quality
integrated development environment (IDE);
it's just the most expensive one. On No-
vember 5, 2001, IBM released the Eclipse
project (with an estimated value of $40 mil-
lion worth of software) to the open-source
community. The project is now maintained
by the Eclipse organization (www.eclipse.org).
This open-source software provides a core,
extensible infrastructure for building soft-
ware development environments. It also pro-
vides a basic user interface and an open API
that supports the extension of the product
through its plug-in mechanism. Eclipse pro-
vides a framework for producing customized
software development environments that can
either be used internally by an organization
or repackaged and sold commercially. In fact,
the Eclipse framework is the foundation for
IBM’s new suite of WebSphere Workbench
tools.

TABLE 1:
System Requirement ~ Minimum Value Recommended Value
Processor speed P 133MHZ Pl 266MHZ
RAM 128MB 256MB
Hard drive space 400MB 500MB
(with 10% free disk space)
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What does all of this have to do with .NET
development? When you combine Eclipse (an
open-source IDE) with Microsoft’s .NET SDK
(a free download) and the C# plug-in for
Eclipse provided by Improve Technologies
(also open-source), you have a comprehen-
sive .NET application development platform
that costs no money, and uses less than
400MB of hard disk space!

This article will walk you through the
process of setting up a free C# .NET develop-
ment environment on a Windows 2000
machine (the recommended platform) and
deploying a simple C# application. This
combination of tools will also work on
Windows 95/98, XP, and NT 4.0 (the .NET SDK
currently limits you to a Windows OS).

Environment Setup

Before starting, check Table 1 to be sure
your system has the appropriate resources for
this configuration.

Although the minimum and recommend-
ed values listed in Table 1 are accurate, you'll
be much happier if you have more horsepow-
er available. I'm running this configuration on
a P4 1.6GHZ Dell Inspiron with 512MB and
plenty of free hard drive space.

Assuming your system has the appropri-
ate resources, you will need to download two
components:
1.The Eclipse 2.0 IDE (www. eclipse.org

/downloads/index.php): Windows OS.
2.The .NET Framework SDK (http://msdn

.microsoft.com/netfram

ework/downloads/howtoge

tasp): Be sure to get the

SDK, not just the runtime

framework. You can down-

load the SDK as a single

130MB file (setup.exe),

orten 13MB filesand a
batch file (setup.bat).

Author Bio

Kyle Gabhart is a senior

mentor for LearningPatterns, a
dynamic knowledge company
providing world-class mentoring,
training, and consulting to clients
all over the world. Kyle is a
popular national speaker, and a
prolific writer, with more than a
dozen technical articles and books
to his name. You can find Kyle on
the Web at www.gabhart.com
KYLE@GABHART.COM.

Once you've down-
loaded Eclipse and the
.NET SDK, you can in-
stall the software. To
install Eclipse, simply
extract the Zip file in the
parent directory where
you would like to store

WWww.owsj2.com

Eclipse (it will create a new directory called
“Eclipse”). To install the .NET SDK, run the
setup file and follow the prompts to install and
register the appropriate components. (You may
be prompted to first install Data Access
Components 2.7 and Microsoft Internet
Information Services, but these components
are only needed for ASPNET development.)

Eclipse Primer
The Eclipse IDE (shown in Figure 1) is divid-
ed into two basic levels: the Workspace and the
Workbench:
« Workspace: Files, packages, projects, source
control connections
« Workbench: Editors, views, and perspectives

This division isn't readily apparent, and isn't
labeled within the IDE, but it is an important
distinction to understand when working with
Eclipse or an Eclipse-based tool.

The Workspace is very team-centric, focus-
ing on projects and file resources as well as pro-
viding integrated source-control capabilities for
these resources, such as CVS or Rational’s
ClearCase. The Workspace is also somewhat
transient in that it reflects the current state of
the local projects, source, and compiled files
that are in active memory. The Workspace also
consists of currently active Workbench ele-
ments (explained below). When you close
Eclipse, it saves the current state of the local
Workspace, allowing developers to restart
Eclipse and pick up right where they left off.

The Workbench consists of the visual arti-
facts that sit atop the Workspace resources and
provide distinct views and role-based perspec-
tives of the underlying projects and resources.
The user interface paradigm is based on editors,
views, and perspectives:
< Editor: An editor is a component that allows

a developer to interact with and modify the
contents of a file (source code, XML file,
properties file, etc.). This is the standard text
area where application source code is modi-
fied within an IDE. Figure 2 is a screen shot of
the C# editor, which we will install later.

« View: Views provide metadata about the cur-
rently selected resource. This data is perti-
nent to, but not directly related to, the actual
contents of the resource (the contents would
be accessed via an editor). The outline of a

WWW. Wsj2.com

resource’s contents; the status of compila-
tion, resource, and element properties; and
the organization of a resource within a pack-
age or project are all examples of views with-
in Eclipse.

« Perspective: A perspective represents a con-
figuration of related editors and views, as well
as customized menu options and compile
settings. Eclipse comes with three standard
perspectives (CVS, Install/Update, and Re-
source), and the ability to plug in additional
ones as needed. Switching between perspec-
tives brings up different editors, views, and
menu options. Perspectives are either tai-
lored to a particular task, an application
development role, or both.

Installing the C# Plugin
To install the Improve Technologies C# Plug-
in, we will use the built-in update feature, the

Eclipse update manager. To do so, you will need

Internet connectivity, and to follow these steps:

1. Open Eclipse by running eclipse.exe in the
base of the eclipse directory.

2. Open the Update Manager perspective (Help
—> Software Updates —> Update Manager).

3. In the “Feature Updates” view (bottom left),
right-click in the view window and select:
New —> Site Bookmark...

4. Fill the Name field with “Improve’s Eclipse
Plugin Site”, and the URL with “www.improve
technologies.com/alpha/updates/site.xml”.
This XML file describes the plug-ins available
for download from Improve Technologies,
and will allow you access to those plug-ins
now, and in the future.

5. A new bookmark, “Improve’s Eclipse Plug-in
Site,” has been added. Expand it untill you
find the newest Improve C# plugin feature
(“C Sharp Feature x.x.x”). If you select the fea-
ture, its description will be displayed in the
“Preview” view. You can read the license
agreement by clicking the link.

6. In order to install the feature, click the
“Install” button in the “Preview” view: click
“Next” for each page; and then “Finish”. On
the last page (“Feature Verification™), click on
the “Install” button. Eclipse will automatical-
ly install the feature, and you will be asked
whether you want Eclipse to reboot or not.
Say yes.

7. Once Eclipse has rebooted, you can check

[The Eclipse IDE

[The C# editor

| C# Preferences

that the feature has been installed: expand
the item “Current Configuration” (in the
“Install Configuration” view), and you will
find the feature in the list of the installed fea-
tures. If you expand “Configuration History”,
you will see all the previous configurations.
You can save a specific configuration so you
can restore it later: right-click on a configura-
tion and click “save”

. The last step is to configure the new Eclipse

C# perspective to use the .NET C# compiler
that was installed with the .NET SDK earlier.
To configure the C# compiler, navigate to the
Eclipse Workbench preferences (Window —>
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Preferences) and select the C# Preferences
item. This preferences window should now
look similar to Figure 3. To specify the C#
compiler (csc.exe), click the “Browse” button
and navigate to the Microsoft .NET/Frame-
work directory. On Windows 2000, that direc-
tory is C:\WINNT\Microsoft.NET\Frame-
work\v1.0.3705\csc.exe. (The name of the
directory under the Framework directory
may vary depending upon what version of
the .NET SDK you have installed.)

Sample C# .NET Application

Now we'll walk through the creation of an
Eclipse project containing a single C# program.
We'll verify our success by executing the com-
pleted program, and finally, we'll touch on a few
of the available application development tools
(keyword content assistance, task view usage,
and file-level compiler arguments) that come
with Eclipse and the C# plug-in.

To begin, we'll open a new project. As with
any good tool, there are several ways to do this.
You can click the “New Wizard” button directly
(leftmost button below the menu bar), select
the New Wizard drop-down (the drop-down
arrow on right-hand side of New Wizard but-
ton), or use the menu bar (FileNewProject). The
New Project window should now be open.
Select “Simple” on the left and “Project” on the
right. Click the “Next” button, assign a unique
name for the project, and then click the “Finish”
button.

Next, use the File menu or the New Wizard
to create a new C# file. If you use the New
Wizard drop-down or File menu, select the

“Other” option (this is the equivalent of clicking
the New Wizard button directly). Whichever
path you take, the New window will provide two
categories: C# and Simple. Select the “C#” cate-
gory on the left and “C# File” on the right. Click
the “Next” button and provide a name for the
C# file. We'll use “CSharpTest.cs” for this exam-
ple (“new file. cs” is provided by default). Also,
be sure that the correct project name is provid-
ed in the Container field. Finally, click the
“Finish” button.

Now it’s time to actually write the pro-
gram. Enter the code displayed in Listing
1.When run, this code constructs a simple
object with a single instance field of type
DateTime containing a value correspon-
ding to the current system time and date.
The program output consists of a brief
text greeting followed by the current time
and date.

To save the file, click the disk icon at the
top, use the menu system (FileSave), or hit
Ctrl-S. When you save, Eclipse will also
attempt to automatically compile the pro-
gram (unless you turn this option off in the C#
Preferences window). If there are any compi-
lation problems, they will be displayed in the
task view below the C# editor. Once you have
resolved those issues, you are ready to exe-
cute the application. To do this, simply dou-
ble-click on the CSharpTest.exe file that
appears under the project you created. The
result should be two lines of text. The first line
displays a simple greeting and the second dis-
plays the time and date. To end the program,
simply hit the return key.

Finally, there are a couple of features in

Eclipse that you may find useful:

e Compilation settings: Eclipse stores file-
level compiler settings, including compiler
arguments, output file type, and the speci-
fication of required .NET modules.

« Content assistance: Hitting Ctrl-Space acti-
vates the C# plugin’s content assistance
dictionary. This dictionary is currently lim-
ited to keywords only (version 2.0.1).

e Task view: In addition to displaying com-
piler problems, the task view can be manu-
ally manipulated to serve as a way of track-
ing progress, and recording project notes.
You can create tasks for yourself, assign pri-
orities to your tasks, check them off when
complete, and filter them to display only
certain kinds of tasks. Think of it as a virtu-
al sticky pad that is associated with your
Eclipse Workspace.

Conclusion

Web services are hot! (That's why you
bought this magazine.) The .NET platform
offers some intriguing possibilities for the devel-
opment of XML Web services, and it’s a good
idea to explore it now and become familiar with
the basic constructs. Unfortunately, the price
tag onVisual Studio .NET is high, and setting up
Visual Studio is a pain in the neck. The Eclipse
Workbench, together with Microsoft’s.NET SDK
and Improve Technologies’ C# Plugin, provides
a powerful combination of tools that allows you
to experiment with C# .NET application devel-
opment, using a full-powered IDE - without

paying a penny. Enjoy! ©

“listing 1Y

usi ng System
nanmespace CSharpTest Nanespace {
cl ass CSharpTest {
private DateTine current Date;
CShar pTest () {

current Date = Dat eTi ne. Now,
}//end CsharpTest ()

CShar pTest cst

Consol e. Read() ;
}//end Main()

Consol e. Wi teLine(
Consol e. Wi teLine(

public static void Miin() {
new CSharpTest();

"Hello there." );
"Today is " + cst.currentDate );

}//end cl ass CSharpTest

}//end namespace CSharpTest Nanespace

Download the code at

sys-con.com/webservices
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Web Services
Orchestration

The marriage of Web services and workflow

AUTHOR BIOS:

n the past decade “workflow” has become one of N

the most overloaded terms in the software industry.

Almost every application is tagged as “based on —

workflow.” While this doesn’t always mean a lot, there

is good reason for it; it involves recognition among

software architects that the business process is the

application.

With the advent of Web services, workflow
vendors and enterprise application integra-
tion (EAI) vendors are aligning themselves
and often reinventing themselves to make
full use of Web services and the inherent
strengths of the asynchronous, loosely cou-
pled software model. While Web services are
powerful in and of themselves, the combina-
tion of Web services with a process-based ap-
proach is even stronger. This marriage of
workflow with Web services is often termed
Web services orchestration.

Orchestration is a relatively new term, but
it’s already being used in differing contexts.
While Web service orchestration is usually
used consistently at the 30,000-ft level, when
you look at the implementation details, you
find that there are meaningful differences in
terms of product capabilities and even in phi-
losophy. At this point, there’s plenty of confu-
sion surrounding the terminology and we're
seeing the emergence of an acronym soup.
This is demonstrated by commonly raised
questions, such as, “Is EAl the same as work-
flow?”

This article provides a broad market sur-
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vey and introduction to the major categories
being described as Web service orchestration
systems. The taxonomy we present will range
from categories that are loosely related to Web
services to those that depend heavily on Web
services.

Workflow Systems

Many systems are based on process/work-
flow engines. It is readily accepted that work-
flow management is an important ingredient
in flexible integration. The strength of work-
flow systems is that they abstract the essence
of the application flows into a set of processes
that can be easily modified to account for dif-
ferences in business processes. Because these
flows usually touch many systems, the man-
agement of the workflow has always been
closely tied to the integration of the systems
involved in the business process (see “XML
Glue,” XML-Journal, Vol. 3, issue 3).

Workflow is not a new concept. It has been
around for over 20 years and has been well
formalized by the Workflow Management Co-
alition (WfMC). The following definitions
appear in the WfMC glossary:

« Business process: A set of one or more
linked procedures or activities that collec-
tively realize a business objective or policy
goal, normally within the context of an
organizational structure defining function-
al roles and relationships

« Workflow: The automation of a business
process, in whole or part, during which
documents, information, or tasks are
passed from one participant to another for
action according to a set of procedural
rules

e Workflow management system: A system
that defines, creates, and manages the exe-
cution of workflows through the use of soft-
ware running on one or more workflow
engines, and that is able to interpret the
process definition, interact with workflow
participants, and, where required, invoke
appropriate IT tools and applications

A workflow management system needs to
support three types of features:
e Build: A workflow management system
needs to provide tools with which a busi-
ness analyst can design and assemble a
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ViryaNet process editor

process definition comprising the activities
that need to be performed, the roles that
participate, and the flow between the activ-
ities based on a set of business rules. Figure
1 shows the process editor in use when
deploying systems built upon ViryaNet’s
Workflow Engine.

e Process engine: A workflow management
system must include a runtime engine that
manages the processes and walks each
process through the set of activities speci-
fied by the process definition. The engine
needs to perform the actions and evaluate
the business rules to determine how the
flow proceeds.

¢ Runtime user interface: A workflow manage-
ment system must include user interfaces
through which people interact with the sys-
tem. The workflows modeling the business
processes almost always include a set of
activities that require human intervention;
the system must therefore manage a set of
screens to allow this. In addition, the process
engine should have a user interface compo-
nent to allow users to monitor and control
the engine and its processes.

While workflow systems are not directly
related to Web services, they are receiving a
facelift due to the promise of Web services. The
marriage between workflow engines and Web
services is made by introducing a new type
of step into a process (a step in which a Web
service is called), and by allowing each process
to be created or updated through a Web
service. The orchestration capability is inher-
ently provided by the workflow engine that
manages the transitions within the state
machine defined by a process.
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Enterprise Application

Integration (EAI)

EAI has developed from an evolution of
approaches over the past two decades to
deliver on the promise of enabling data shar-
ing across applications and processes.
Initially, database vendors pushed the enter-
prise data model and federated databases as a
way to pull together data from diverse appli-
cations. Later on, ERP vendors focused on
using a monolithic homogeneous system for
integrating back-office functionality, such as
manufacturing processes, human resources,
and financial processes.

Recently, message-oriented middleware
(MOM) has emerged as a means to route
messages among diverse systems. MOM has
now evolved into integration broker product
suites (AKA EAI) to unify heterogeneous
applications. Gartner estimates that EAI can
reduce integration costs associated with
implementing a packaged application by one
third, and the cost of maintaining and making
changes to such applications by two thirds.

EAI software suites are still evolving to
address the complex requirements of applica-
tion integration. These software suites
include:

« Anintegration broker: A set of services for
message transformation and smart (e.g.,
content-based) routing

« Application adapters: Off-the-shelf adapt-
ers for common applications (e.g., People-
Soft or SAP R/3)

« Development tools: A set of tools for speci-
fying the transformation and routing rules
to be executed by the broker

« Adapter tools: A set of tools for building
adapters into legacy applications

* Administration tools: A set of tools for
monitoring, security, etc.

Most EAI product suites are vertically inte-
grated on top of MOM infrastructures and in
recent years have added products to their
suites, which focus on higher value-add func-
tionality. These products include business
process management (BPM), enterprise por-
tals, B2B connectivity, and even e-commerce
solutions (e.g., management of trading part-
ners).

The advent of Web services hasn't been
lost on EAI vendors, who see Web services as
an opportunity to increase interoperability
with other EAI solutions and streamline the
complex and expensive task of creating cus-
tom connectors to legacy systems. In-
creasingly, these vendors are adding Web
services support as well as business activity
monitoring capabilities.

Web services play a particularly important
role in extending the integration capabilities
of the BPM tool within the EAI suite. They
enable the EAI solution to expose business
processes as Web services and to create new
business processes from Web services. The
BPM tool has the added capability of orches-
trating business processes that incorporate
Web services and coordinating Web services
along with legacy systems and human-based
workflow. In that view, orchestrating Web
services within the context of a BPM tool as
part of an EAI suite is not materially different
from such orchestration within the context of
workflow systems.

BizTalk Orchestration and XLANG

While BizTalk orchestration may be
thought to fall into the same category as EAI-
centric orchestration, Microsoft has made
BizTalk orchestration, as well as Web services,
so central to their architecture that this solu-
tion warrants its own category. BizTalk pro-
vides two core functions: EAIl and orchestra-
tion services. Orchestration is not viewed as a
subelement within the EAI facilities, and it
supports advanced workflow features. In fact,
we believe BizTalk orchestration is one of the
best workflow engines out there today.

A BizTalk Server orchestration is a process
created in the BizTalk Orchestration Designer,
which is based on Visio, as shown in Figure 2.
The process is serialized into an XLANG doc-
ument — XLANG being an XML language that
describes the process flow. Implementation
services orchestrated by such a process can
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BizTalk Orchestration Designer

be any .NET component. Because the use of
Web services is so prominent in VS.NET,
ASPNET, and in the .NET Framework, the use
of BizTalk orchestration to compose Web
service calls is becoming a dominant theme
within the BizTalk community. Becoming —
but not quite there yet. BizTalk orchestration
provides a number of implementation shapes
that are composed into a process, including
COM components, script components, mes-
sage queuing, and BizTalk messaging. While
Web service calls may be wrapped within one
of these components, there is no native Web
services shape in BizTalk orchestration yet.

The next version of XLANG, called
XLANG+, will have Web services as a native
shape. Until then, the simplest alternative is
to implement a COM or .NET component
that invokes a Web service using SOAP, some-
thing that is very easy to do within the
Microsoft tools.

IBM Web Services Flow
Language

The Web Services Flow Language (WSFL)
is an XML-based language used for describ-
ing the composition of Web services. A flow
composition (also called orchestration or
choreography of Web services) defines the
execution sequence of the functionality pro-
vided by the composed Web services. WSFL
fits neatly into the Web services stack above
the Web Services Description Language
(WSDL) and supports a recursive model by
which orchestrations defined using WSFL can
themselves be externalized as new Web
services to support business processes hierar-
chies.

WSFL is an IBM specification, in many
ways very similar to Microsoft’s XLANG. In
fact, a Gartner research note in May 2001 pre-
dicted that IBM and Microsoft would jointly
submit a proposal to the W3C to combine
XLANG and WSFL by year-end 2001. While
this has not yet come to pass, WSFL is receiv-
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ing a lot of industry backing. However, it’s not
getting the same backing from IBM that
XLANG is getting from Microsoft. As an exam-
ple, IBM offers the Web Services Process
Management Toolkit at www.alphaworks.
ibm.com/tech/wspmt. This is a toolkit for
composing Web services, including them in a
business process, and implementing them as
business processes. It is based on MQSeries
Workflow and uses the Flow Definition
Language (FDL) instead.

Web Service Orchestration

Server
Web services provide a number of benefits

and additional capabilities to EAI tools that
address the high-end segment of the business
process integration problem. However, the
adoption of Web services carries a bigger
promise, which is to fundamentally change
the economics of integration. The promise of
Web services is that companies will be able to
implement business processes cheaper and
faster, align their integration efforts with
internal application development — thereby
utilizing development skills more effectively,
and avoid duplication and operational over-
head of their computing infrastructure.

The clean-slate approach to Web services
is based on the realization that making Web
services work is a two-step process. First you
publish them, i.e., make the services avail-
able, and then you orchestrate them, i.e.,
coordinate the execution of multiple Web
services into business processes. Orches-
trating synchronous and asynchronous Web
services into a collaborative or transactional
business process is complex. The emergence
of services as building blocks for delivering
process-centric applications introduces new
challenges throughout the development life
cycle.

In particular, the synchronous request-
reply programming model using fine-
grained components is now giving way to
a more flexible and reliable model called
orchestration, based on asynchronous
and nonlinear multistep interactions
across loosely coupled service compo-
nents. Orchestration entails a consistent
set of infrastructure-level requirements
that can be grouped into three major cat-
egories:

e Coordination: Asynchronous conversa-
tions, parallel processing, event han-
dling, transaction management, clus-
tering, and scalability

« Management: Administration, cancella-
tion and change management, exception
and timeout handling, version control

e Activity monitoring: Business reporting,
audit trailing, nonrepudiation

A Web Service Orchestration Server
(WSQOS) is a built-from-scratch piece of in-
frastructure software that reduces complex-
ity by encapsulating the facilities needed for
executing the orchestration’s technical
requirements.

Orchestration within the context of a
WSOS differs from that within the context of
EAI. WSOS is built from the ground up to
extend the computing architecture defined by
J2EE and XML Web services standards, while
EAI takes the tools approach.

Put together, these innovations change
the economics of integration by dramatical-
ly reducing the complexity, skill require-
ments, and total cost of integration relative
to traditional EAI solutions. Similar to how
J2EE and application servers emerged to
deliver and manage fine-grained, tightly
coupled Web applications, Web services and
orchestration servers are now emerging to
address the challenge of delivering and
managing loosely coupled service-oriented
business processes.

Summary

There is evidence that Web services im-
pact the various approaches to integration
and promote a continuing shift toward
delivery of process-centric applications
built from loosely coupled service compo-
nents. This new paradigm induces a shift
toward a service-oriented architecture in
which orchestration becomes the primary
concept for coordinating the execution of
services for delivery of collaborative and
transactional business processes. Web
services promises to fundamentally change
the economics of integration and reduce its
perplexing complexity. The extent to which
orchestration systems succeed in delivering
on that promise and grab the mind share of
the developer community, will ultimately
determine the leaders in the rapidly evolv-
ing integration space.

Resources

Gartner. (2001). “Microsoft Continues Web
Service Leadership With New XML Specs.”
wwwa3.gartner.com/resources/98300/98366/

98366.pdf @

33



QIUET YOur copy 0

ava Trends; 2003

EnginData’s research is

invaluable to leading IT

Don't go astray. In the vast sea of Internet technology, market conditions change constantly. Will Java remain the hot vendors, integrators,
platform it is today? Will C# rapidly gain ground? What are the world’s foremost Java developers aiming their sights Fortune 500 companies,
toward? Which companies come to mind when planning their next project? How can their thinking direct your efforts? trade-show organizers,

publishers, and e-business

d EnginData Research has studied the IT industry extensively, spotting many key trends organizations worldwide.

-

B

" I::_H and alerting industry leaders along the way. In the first quarter of 2002, they embarked

on their most challenging mission ever: the most in-depth study ever done of the Java

, development marketplace.

After months of analyzing and cross-referencing more than 10,500 comprehensive

questionnaires, the results are now available.

[|EUE|UFIE[ Market Here’s just a sample of the critical data points the Java report delivers...

Current and projected usage of languages and platforms

Survey Report..

u]lhi--l = ey mewTTee
FETEC"E R

Multiple rankings of hundreds of software vendors and tools As an IT specialist, EnginData Research focuses exclusively

e

Types of applications being developed on three leading drivers in IT today — Java, Web services, and

: Navigate your company through the challenging IT marketplace with the trusted engindataa
. k. knowledge and intelligence of EnginData Research. Order your copy of the 2002-2003 RESEARCH
I I I it Java market study by calling Margie Downs at 201-802-3082, or visiting our Web site. WWW,engindata,C0m

Databases being used wireless development. Coming soon, our Web services

Purchasing patterns survey will deliver such critical knowledge as:

Company size Time frame for developing \Web services — enabled apps

Development and purchasing timelines Percentage of apps with Web services today

Perceptions and usage of Web services Sourcing and hosting Web services

Preferred Java IDE Perceived leaders in Web services tools and solutions

O o ooooogo oo o

J2EE, J2ME, J2SE usage comparisons




Written by Bernhard Borges

Web Services Adoption
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A checklist for success

As with every “next big thing,” the
combination of analyst buzz, Silicon
Valley expectations, and incessant media
attention has led to a manic state of fren-
zy. A heady mix of confusion is rarely a
good thing and can derail businesses and
get CIOs fired. Fast.

To date, we face several issues that
may lead to the implementation failure
or even premature demise of Web servic-
es. As all of this unfolds, technology pro-
fessionals will need a game plan to sepa-
rate the hype from reality.

Web services is neither a single tech-
nology nor a new concept. Instead, it is a
portfolio of methodologies and stan-
dards that extend and build on Internet
technologies. Historically, loosely cou-
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pled, highly distributed systems have
enjoyed marginal success due to the very
complexity required to design such sys-
tems, as well as the sheer cost of support-
ing private networks and proprietary
interfaces. The premise — and the prom-
ise — of Web services is that the use of
open and shared interfaces, e.g., WSDL,
atop the Internet will make it easier
and cheaper to connect, integrate, and
collaborate.

While the Internet is a mature net-
working platform, higher-level protocols,
such as XML, are still relatively new.
Moreover, the standards that use XML to
specify Web services interfaces are at the
very first stages of their life cycle. The
ensuing state of flux results in a number
of issues that an aspiring adopter must
consider.

Competing Platforms
Two major platforms compete for

your Web services business: .NET and
J2EE. Platform choices and the closely
associated tool(s) selection are signifi-
cant decisions that go far beyond the
scope of this article. It should be noted,
however, that Web services implementa-
tions are eventually constrained by the
underlying platform, which is of particu-
lar concern in high-volume transaction
environments.

Maturity
Several important functional compo-

nents of the XML substructure for Web
services are either just under develop-
ment or in their early stages of release
(see www.w3.0rg/2000/03/29-XML-pro-
tocol-matrix). Moreover, fundamental
Web services specifications and inter-
faces are also immature and fall short
in terms of functional completeness,
e.g., robust security and authentication
mechanisms.

The lack of maturity in these core
standards currently forces adopters to
either do without certain functionalities
or pursue proprietary extensions. While
the former can compromise the com-
pleteness of a solution, the latter gen-
erally impedes interoperability and
extensibility.

Right of Ownership
Although the majority of Web services

protocols are open, they are not unen-
cumbered intellectual property. Some
major computer companies today hold
rights to various pieces of SOAP, WSDL,
and UDDI, and seem intent on capitaliz-
ing on their IP through the “reasonable
and nondiscriminatory” (RAND) licens-
ing framework (see www.w3.0rg). This
may have costly implications to users
and fundamentally undermine the adop-
tion of Web services.

So what can a ClIO and IT staff do while
these issues evolve? Fol-
lowing are several practi-
cal tips on how IT pro-
fessionals can educate
themselves and test the
premises and promis-

es of Web services - a Author Bio

do’s and don’ts guide:

e Evaluate: Don't adopt
for adoption’s sake
and prematurely lock
into a platform. The
future of Web services
is just unfolding and

WWw. wsj2.com

interoperability between different plat-
forms is a possibility.

* Play: Be an early adopter and encourage
staff to explore Web services to identify
both promises and pitfalls. In some con-
texts, Web services have been successfully
and cost-effectively used to solve integra-
tion problems.

« Assess: Different requirements from both
an IT and a business (process) perspec-
tive may favor different architectures
and platforms. Demand citations and ref-
erence implementations and question
slideware.

e Discuss: Put technology partners to task.
Begin discussing the long-term require-
ments of Web services with your IT
providers and consultants to develop a
strategic roadmap. Talk to your (pros-
pective) business partners to assess needs
and requirements.

e Scope: Scope the impact of Web services.
The component-based, granular nature of
Web services design and deployment will
undoubtedly require a close look at busi-
ness process design and best practices. Be
aware, proactive, and careful.

e Participate: Companies should at the
very least follow standards developments
very closely or, even better, participate in
the formulation and fine-tuning of stan-
dards.

e Relax: Withstand the hype. Even if Web
services eventually leads to nirvana, it’s
going to take time. Widespread interoper-
ability and full-fledged UDDI instances
precipitating the transformation of busi-
ness are years away.

Only time will tell if Web services will live
up to the hype and forever change the way
business is conducted - creating new inter-
nal efficiencies, business opportunities, and
better ways to serve customers. Platform
maturity and other issues will undoubtedly
significantly impact the general adoption of
Web services as well as enterprise-specific
implementations. Keeping these practical
guidelines at the top of your thinking will
help you better navigate the preliminary
stages of the Web services maze. @
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Web services technology matures

Written by Neil O'Toole

Tools & Automatlon

eb services products have matured rapidly over the past 12 months, to the

point where it's become acceptable to utilize the technology in major projects.

However, though improving, the currently available toolkits can’t be consid-

ered complete. This article surveys the rapidly evolving development tools landscape and

addresses what tools a fully featured environment should provide to the Web-services

developer.
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IDE Integration

Historically, developers have toiled with
an array of utilities, editors, and command-
line tools. The ability to effectively navigate
this maze of programs is a source of pride to
many of them; however, this maze intro-
duces a steep learning curve and, in the long
run, lowers productivity. Some of the costs
associated with such a nonintegrated ap-
proach are time lost switching back and
forth between programs, time required to
learn a new user interface, and cost of own-
ing and managing multiple applications. It’s
also been costly for the tools vendors; each
has written many thousands of lines of code
that could have been shared between im-
plementations. This includes code for the
user interface, file and project management,
version control, and many other house-
keeping tasks.

The past year has seen major changes in
the development landscape. Proprietary
environments have fast lost ground to the
concept of a single development framework
into which additional tools can be deployed
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via a plug-in architecture. Products like
JBuilder and NetBeans have provided this
type of framework for some time, but it’s fair
to say that an industry-wide paradigm shift
has coincided with the arrival of two Uber-
frameworks: Microsoft’s Visual Studio .NET
and the open-source Eclipse project.

IBM’s reasons for donating Eclipse to the
open-source community are no mystery. If
the non-Microsoft community doesn’t close
ranks around a single framework, it will not
be economically feasible to compete with
the de facto IDE monopoly for Windows
development: Visual Studio. Developing an
IDE is an expensive business — IBM spent
$40 million on Eclipse. This may seem a
costly bit of software to give away, but hav-
ing the developer community adopt its
technology gives IBM a significant head
start since IBM’s tools already run in Eclipse,
while other vendors must go to consider-
able lengths to move to a plug-in architec-
ture. Tools vendors may not wish to swallow
this bait, but the drive toward a single IDE
platform is given unassailable momentum

by two converging forces: the developer-
side desire for an integrated experience, and
the economics of proprietary development.

One of the consequences of IDE integra-
tion is that products built on the same
framework will largely look the same. The
mainstream toolsets will also have signifi-
cant overlap in functionality, though ven-
dors will try hard to differentiate their offer-
ings. This commoditization of the tools
market is bad news for smaller vendors. In a
battle of commodities, the larger, better-
resourced players tend to win. It’s not all
gloom though. As vendors strive to outshine
the competition, we can expect to see high-
er quality and more innovative software.
Another plus: open-source groups and cre-
ators of niche or boutique software can take
advantage of the IDE frameworks to deliver
their software in a first-rate package. Al-
though developers will initially lose some
choice due to the inevitable process of con-
solidation in the tools market, this will be
more than offset by improved product sets
from surviving vendors and a more diverse
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WSDL mapping layer
range of software from smaller software
houses. Web-services developers in particu-
lar stand to gain, as there are a great number
of companies targeting this space.

Basic Tools

Before we survey some of the more interest-
ing tools that are becoming available, let’s
establish the basic functionality required to
develop Web services. From within the IDE, the
developer should be able to:

* Generate Web Services Description Lan-
guage (WSDL) from a component: This
should be as simple as right-clicking com.
acme.MyClass and selecting “Generate
WSDL..."”. This command should bring up a
dialog that allows the developer to specify
which methods to expose, what to name the
Web service, and other basic options.

« Generate stubs and skeletons from WSDL: It
should be possible to generate both client-
side stubs and server-side skeletons, prefer-
ably in a variety of languages. For Java, the
developer should have the option of generat-
ing EJB or regular Java skeletons.

« Deploy aWeb service: Deployment can be an
intricate process, so the IDE should provide a
wizard to help assemble the classes, docu-
ments, and configuration data necessary to
successfully deploy. Several products have
introduced the concept of a Web Services
Archive, similar to a JAR or WAR file. This can
make it considerably easier to manage
deployment, especially across multiple
machines.

Note that the degree to which an IDE expos-
esWSDL can vary. InVisual Studio, the develop-
er adds WSDL to a project by invoking the “Add
Web Reference...” command. This automati-
cally generates client proxy code and adds it to
the project. The WSDL is effectively hidden from
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the developer. Hiding the complexity of
WSDL is fine if your application is a con-
sumer of Web services, but server-side
development requires more control. This is
particularly the case with Java because Web
services haven't been tightly integrated
into the JVM as Microsoft has done with
the .NET Common Language Runtime
(CLR). We might expect the toolset to grant
the developer considerable control over
the WSDL. In particular, it'simportant to be
able to customize the mapping between
WSDL and the native language.

WSDL Mapping

When WSDL is generated, the created
schema types are typically named after
classes, with elements named after the
members of the class. Frequently, the devel-
oper wants to rename or omit a member, or
otherwise change how the class is serialized.
Why? Perhaps the Web service has to con-
form to a specific WSDL interface defined by
a standards organization or commercial
partner. Or it might be for more cosmetic
reasons, such as changing unhelpful ele-
ment names; or for business reasons, such
as not exposing sensitive information.

To serialize an object, a Web services plat-
form uses a mapping layer that defines how the
native representation (e.g., a Java class) is
mapped to XML (see Figure 1). The method and
degree of control over this layer varies by prod-
uct, but there are three common ways to pro-
vide customization:

e Configuration file: This will usually allow
fairly limited customization, such as
changing member names or omitting ele-
ments.

e XSLT: The native object is first serialized
per the default rules, and then an XSLT
transform is performed, allowing a
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Using XSLT with SOAP

greater control. However, developers can
find XSLT difficult to work with, and the
transform is processor intensive.

e Custom serialization class: Instead of
using reflection to inspect and serialize the
object, the serialization process can be del-
egated to a helper class created by the
developer. This mechanism provides
almost unlimited control, although modi-
fying and managing the additional classes
is cumbersome.

Most platforms support the use of at least
one method of directly editing the mapping
layer. However, tools support is still weak. In
the near future, developers can expect to see
software that provides full round-trip sup-
port for editing WSDL. Such an editor will
allow developers to modify elements in the
WSDL and will automatically propagate
these changes to the mapping layer. Note
that it should be possible to perform the con-
verse operation: modify the source compo-
nent, and the changes are propagated toward
the WSDL. Mapping is one concept that
developers will encounter frequently with
Web services. This is because of an under-
appreciated enabling technology: XSLT.

XSLT and Graphical Mapping
XSLT is a technology that most developers

haven't had significant contact with. It’s often
thought of in the context of generating
HTML pages, but its utility extends far
beyond that. As mentioned earlier, XSLT can
be used to control the mapping between
WSDL and a native language. Some other
uses are:
e Map requests from an older version of a
Web service into the new version’s format
e Map non-SOAP XML documents into
SOAP requests

XSLT has a steep learning curve — for
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many developers the “side effect—free” pro-
gramming model is less than intuitive to
grasp, so good tools are essential. Thankfully
XSLT lends itself quite well to graphical edit-
ing, where two schemas are laid out side by
side and related elements are linked by drag-
ging one to the other (see Figure 2).

Let’s look at an example. AirportWeather
is a publicly available Web service that
reports on conditions at airport weather sta-
tions around the world. There’s also a recent-
ly created successor Web service, Global-
Weather, which is faster and has a richer data
model. Both of the services have an opera-
tion that takes one parameter, the weather
station code (e.g., JFK or SFO), and returns a
weather report for that location.

We can use XSLT to transform a SOAP
request for AirportWeather into a SOAP
request for GlobalWeather. Instead of creat-
ing the XSLT by hand, we load the source
schema (AirportWeather.wsdl) and the target
schema (GlobalWeather.wsdl) side by side.
Then we graphically link the two parameters
— AirportWeather’s nonintuitively named
“arg0” and GlobalWeather’s “code” — and the
mapper will generate the necessary XSLT. Ina
similar manner, we can use XSLT to trans-
form a non-SOAP XML document into a
GlobalWeather request (see Figure 3).

XSLT is an underused technology with
great potential, in particular for integrating
Web services and legacy XML applications. A
good development environment will support
the graphical creation of XSLT, and it should
allow the easy deployment of XSLT docu-
ments into your Web-services platform.

Testing

Once aWeb service is built and deployed,
the next step is to test it. Testing can range
from merely verifying that a service is opera-
tional to a full automated test suite. The most
common testing approach is to generate a
client proxy from the WSDL and write a test
class to invoke the proxy. But there’s a better
way: the IDE can generate a test class which
invokes the Web service’s operations using
default parameter values. For Java, the test
cases can make use of the JUnit test frame-
work and the Ant build system to make it
easy to integrate Web service testing into
existing automated test suites.

Another approach is to generate a SOAP
document from the schema information in
the WSDL and send it directly to the Web
service endpoint using HTTP. This isn't

amenable to automated testing but is useful
if the developer is interested in the lower-
level details of the SOAP messages. However,
the friendliest approach is to generate an
HTML Web client that’s deployed on the Web
server alongside the Web service. This Web
client is typically based on JSP or ASP and
consists of one page for each operation. The
form fields correspond to the operation
parameters, and submission of the form
results in the Web service being invoked. As
well as being a fast means of verifying that a
service is alive, this is also an effective way of
demonstrating a developing Web service.

Debugging

Debugging a Web service is essentially
the same as debugging any other server-side
software, such as an EJB. The IDE’s debug-
ger attaches to the service process using the
standard mechanisms for the platform,
which usually involves starting the server in
debug mode. But unlike an EJB, the raw
messages between a client and a Web serv-
ice are intelligible and of interest to the
developer.

There are two quite similar ways of moni-
toring SOAP messages. A TCP tunnel is a pro-
gram that listens on a port and directs all traf-
fic to a specified host and port (e.g., tunnel
from localhost:7000 to server.acme. com:
8000). The tunnel program can then display
the messages in a GUI. To enable tunneling,
the SOAP endpoint URL used by the client
must be modified to point at the tunnel’s lis-
tening port.

Like a TCP tunnel, an HTTP proxy listens
on a port, but it has specific knowledge of the
HTTP protocol. The proxy reads the “Host”
field in the HTTP header and directs traffic to
the indicated location. A proxy is more trans-
parent than a tunnel in that proxy settings
can generally be set on a process-wide basis
and thus modification of individual end-
points is not required.

Conclusion

Monitoring tools were an indispensable
item in the early days of Web services, when
developers spent a lot of time working with
raw SOAP messages. Although a develop-
ment environment should still provide the
ability to work at this level, many developers
will never need to do so. It’'s a sign of the
maturity of the technology that this is the
case. Web services tools are entering the
mainstream. @
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From a business perspective, a Web ser-
vice is an innovative, new approach to inte-
gration. Existing applications can be reused,
or new Web service applications can be
deployed to promote integration — within an
organization’s intranet, over extended (part-
ner) virtual private networks, or over the
Internet.

From a technical perspective, a Web
service is a collection of one or more related
operations described by service descrip-
tions (XML) and network accessible through
standardized XML messaging. Thus, a Web
service can be described, published, discov-
ered, invoked, and integrated (with other
services).

While Web services offer many integra-
tion advantages, they do present security
challenges. Indeed, the absence of security
seems to be the single largest obstacle to the
general acceptance of Web services.
Additionally, some misconceptions about
what constitutes “adequate” security have
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further muddled the understanding of secu-
rity needs with Web services. The following
are examples of common misconceptions:

* Transport and/or message security are good
enough for Web service applications.

Security is a system-wide concern. While
transport security (e.g., SSL) or message securi-
ty (e.g., SOAP security, including digital signa-
ture and encryption) can play a part in provid-
ing one layer of security, protection against
unauthorized access to Web services them-
selves, the Web services registry, and enterprise
applications and their data, and support for
secure single sign-on (SSO) for accessing Web
services within and across business domains
must also be addressed.

« Analysts predict that until security consider-
ations for Web services are resolved, Web
services are likely to first be deployed in an
enterprise’s intranet.

Though this notion is reasonable, cyber
threats come from many quarters. Even
employees with valid system access can abuse
their privileges. According to a survey of com-

panies and government agencies commis-
sioned in 2001 by the FBI and the Computer
Security Institute, while 70% of computer
attacks came from outside via the Internet,
attacks from within accounted for most of the
financial losses. This requires that security be
addressed with equal importance in all enter-
prise tiers.

Let's examine some of the security chal-
lenges that plague the world of Web services,
and discuss solutions. It’s important to recog-
nize that each of these solution mechanisms
offers specific security services catering to cer-
tain security policy requirements. Any multitier,
multidomain security solution would include a
combination of one or more of these security
mechanisms with additional mechanisms to
provide unified security.

Transport Security
Transport security provides privacy and

data integrity for data transported between
two communicating applications, as well as
authentication of the communicating end
points. The most commonly used transport

wsj2.com

security model on the Internet is a combination
of HTTP Basic Authentication and SSL. HTTP
Basic Authentication requires a user ID and
password to visit Web sites that are protected
using this mechanism. SSL is a protocol for
transmitting data securely using encryption
methods.

Is transport security alone enough?

Basic authentication is useful, but on its own
not secure enough because the user ID and
password are virtually unprotected. With SSL, it
is possible to address a combination of server
authentication and basic authentication to
achieve authentication, confidentiality, and
integrity.

Depending on requirements, this level of
transport security is usually not enough. Basic
authentication may not fit all situations and
there may be a need for certificate-based or
smart-card authentication because of inherent
weaknesses in password-based mechanisms.

SSL is useful for ensuring confidentiality
between service requester and service provider.
However, at least two problems remain in the
context of Web services messaging:

1. SOAP messages can include third-party

intermediaries that might need to read all or
part of the message. Inherently, SSL assumes
that communication occurs only directly
between two parties.

2. Because SSL encrypts the entire mes-
sage, individual parts of a message can-
not be encrypted or decrypted. SOAP
security using encryption helps to par-
tially solve this problem.

Message Security
Message security focuses on two critical

security concerns: first, protecting message
content from being disclosed to unauthorized
individuals (confidentiality); and second, pre-
venting illegal modification of message content
(integrity).

With respect to the exchange of XML mes-
sages between two parties, the XML Digital Sig-
nature provides a means to identify the sending
party (identification), and to demonstrate that
the message has not been modified (integrity).
The SOAP Digital Signature specification
defines how to embed the signature element of
XML Digital Signature in a SOAP message as a
header entry.

XML Encryption defines how to encrypt

data and represent the result as XML. The SOAP
Encryption specification defines how to embed
these elements in a SOAP message (header and
body). The entire SOAP message or parts of a
SOAP message can be encrypted to ensure con-
fidentiality of the message contents when the
message is sent to SOAP intermediaries.

Is message security alone enough?

Message security can be considered com-
plementary to transport security. However, it
deals with a smaller subset of the security issues
for Web services. Although it covers identifica-
tion, confidentiality, and integrity, it fails to
address other important requirements, such as
propagation of asserted identity across
domains audit, etc. These requirements cannot
be met by SOAP security alone, but by a combi-
nation of SOAP extensions and bindings to
third-party security services (if necessary).
Firewall Security

Firewalls are used at the trust boundaries of
enterprise networks. Firewall security enforces
an access-control policy between two networks
by blocking certain types of traffic and permit-
ting others.

In the early days of firewalls, a few well-
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known protocols, such as HTTR, Telnet, and
FTP, required support. With the advent of
newer protocols the demand arose for fire-
wall policies to permit these protocols, an
approach that was not recommended. To
avoid making changes to firewall policies,
“tunneling” was used to transport propri-
etary protocols over common protocols.

Is firewall security alone enough?

The rise of SOAP as the basis of Web services
meant that HTTP tunneling could be increas-
ingly common. However, the current genera-
tion of firewalls provides protection only at the
network level, with minimal application aware-
ness. Security for Web services requires the
addition of application-level firewalls that
inspect SOAP data content to protect against
external attacks, as well as limit the effects of
malicious software being transferred uninten-
tionally among business partners.

Component Security
The advent of Web services has created a

far greater challenge to the effectiveness
and completeness of security services in the
area of components. Ironically, security
models within existing enterprise compo-
nents — considered fairly recent adoptions
within the enterprise business frameworks —
have already been tagged as “legacy” in
terms of what they can offer.

Typically in aWeb service, requests/ invoca-
tions are delegated to well-defined endpoints
hosting the request-processing service. For
example, in the J2EE platform, these endpoints
typically tend to be enterprise business compo-
nents like J2EE EJBs, servlets, JSP. Java Web
Services (JWS), portals, or Remote Portlet Web
Services. It would seem logical to use the secu-
rity provided by these existing components,
such as J2EE Role-Based Access Control and/or

JAAS. Such a security mechanism could be pro-
grammatic or declarative.

Is component security alone enough?

The inherent security model of components
(such as in J2EE) generally provides minimal
security, such as coarse-grained access control
(through roles). Often, once these applications
have been Web services—enabled, additional
security demands are placed on them in terms
of complex, fine-grained access control and the
portability of security information. Depending
on component securities alone could lead to a
single point of failure if compromised, as secu-
rity is a cooperative effort among layers of pro-
tection.

Existing Security Approaches

for Web Services Security Integration
Web services solutions in transport and

message security have existed for a while and
have been quite widely adopted by the Web
services vendor community. But there are other
parts of the Web services framework with secu-
rity needs that have yet to be addressed for a
standards-based solution. Hence, vendors of
Web services environments (developer toolkits,
runtime environments) are providing their own
security mechanisms for access to registry, serv-
ice, components, etc.

Security by vendor extensions

A common pattern in vendor-provided
message security has been to place the security
extensions in the SOAP header, in accordance
with SOAP Header Extension Mechanism. The
extensions may contain additional data to allow
modular addition of features and services like
transaction management, conversation state
management, digital signatures, user creden-
tials, and message routing (e.g., specifying the
recipient). In this way, the message context

| SOAP Content Inspection
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information can be propagated along the
process chain of invocation.

Another pattern among vendor-provided
Web services security approaches has been to
make the security extensions part of the config-
uration information (XML file) for the Web serv-
ices environment (container). Yet another pat-
tern is to state security policies as tag extensions
(similar to those used for javadocs) in the
source code of the Web service implementa-
tions. Examples of such extensions include the
authentication type to be used for the Web serv-
ices, the delegation model (impersonation,
etc.), and permissions for authorization based
onroles.

Are security-by-vendor extensions alone
enough?

When examined closely, we see that vendor-
security extension has both pros and cons.
Since this security is integrated with the deploy-
ment and runtime environment of Web servic-
es, itis readily available. However, configuration
extensions are linked with the environment
configuration, not the Web service definition,
and thus lose portability across various deploy-
ment environments. Tag extensions (such as
ones within source code) could lead to security
policy inconsistencies, nonreusability, and
maintainability issues.

Additionally, integration with third-party
security products may become essential
depending on the complexity of security
required and the reuse of existing security
harnesses deployed within the enterprise.
However, vendor-provided security may not
support such integration. The W3C has a
Web Service Description Group working on
enhancing Web services description infor-
mation to include (among other things)
security. This could not only improve run-
time security, but also provide accurate
access control at the time of publishing and
brokering at the service registry.

Web Services Registry Security
With Web services, two kinds of service

registries are planned. The global business
registry disseminates service descriptions
to the public. Private registries may be
more selective and could restrict access
and content.

Security concerns for all registries include
prevention of unauthorized modification of
registry content. Responsibility for administra-
tion of registry contents should rest with the
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content provider, who should be able to modify

or delete content. Some security requirements

for private registries include:

e The registry authentication scheme should
ensure that only known entities can access
the registry information. A session-based
security scheme could be provided.

e The registry authorization scheme should
provide granular access control to both pub-
lic and private areas within the registry.

* Messages between registry clients and servic-
es must be confidential.

« The content submitted to a registry must be
maintained in the registry without any tam-
pering en-route or within the registry, guar-
anteeing integrity.

« Though most of the security challenges for
the service registry are in the areas of authen-
tication, authorization, integrity, and confi-
dentiality, more challenges unfold when we
take into consideration registry replication
and referral.

Registry security has yet to be addressed by

a standards-based solution. For now, registry

hosts and vendors provide their own security

solutions, sometimes simply relying on under-

lying OS security. Given the potential diversity
of possible registries, a framework-based mul-
tidomain approach seems to be required to
ensure registry security.

From the preceding analysis of the short-
falls of existing Web services security solu-
tions, it is apparent that transport, message,
firewall, vendor, or component security
alone may be insufficient to secure an entire
system. Existing security requirements and
any unaddressed residual security issues
demand a specific framework-based ap-
proach - one that brings together various
security services and solutions throughout a
Web services environment, unifying securi-
ty and making it ubiquitous.

What Is Unified Security?
Unified security means integrating exist-

ing and planned security technologies and
products across the perimeter, middle, and
legacy tiers, providing seamless, end-to-end
security for your enterprise

The Need for EASI
Just as enterprise application integration

(EAI) technologies addressed the problems of
data access and resource management across
the enterprise by integrating applications and
business processes into a single, virtual “busi-
ness engine,” companies now need a set of
easy-to-use tools and technologies to control
access to those same applications and process-
es. Today, a new class of technology, Enterprise
Application Security Integration (EASI), is
emerging to ensure that the distributed enter-
prise is protected.

The EASI Security Framework
The Enterprise Application Security In-

tegration Framework is a standards-based, ven-
dor-neutral security framework approach to
unify the patchwork of security products and
services deployed within the enterprise. The
framework securesWeb services traffic between
.NET and J2EE environments, and integrates
security across multitiered Web applications. It
dynamically brokers security interactions
across a range of security products, enterprise
applications, application platforms, and Web
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services platforms at a transaction level. It sup-
ports all categories of security products for
authentication, authorization, accountability,
administration, and cryptography.

By linking multiple security technologies
and creating a common security infrastructure,
the EASI Framework enables organizations to
avoid potentially less secure and far more cost-
ly custom-built security solutions. It represents
a cost-effective solution for unified security that
is flexible, scalable, highly available, and reli-
able, positioning the enterprise-wide security
infrastructure for future growth and change.

We have seen that we cannot buy “partial
security” when it comes to deploying Web serv-
ices. Traditional firewall security can’t peek into
the message envelope and decipher XML traf-
fic. Content inspection is critical for improved
Web services security.

SOAP Content Inspection
Within SOAP-based Web services envi-

ronments, a key service of the EASI frame-
work is SOAP Content Inspection (see
Figure 1). This flexible, standards-based
solution secures SOAP-based transactions
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for a range of enterprise B2B applications.

SOAP Content Inspection acts as an applica-
tion-level firewall capable of inspecting the
contents of communication. It provides a new
layer of security for Web services — one that sits
above transport or session layer security and
examines the XML data itself. This XML data
may be security or authentication information,
such as an XML Signature or a SAML Assertion
that could be evaluated using a security policy,
or it could be a rogue Web service request
designed to attack the service.

SOAP Content Inspection addresses the
challenges of Web services security by:

« Authenticating and authorizing SOAP mes-
sage originators, using identity and attribute
information to determine if a user is author-
ized to access the Web service.

« Establishing security context for authen-
ticated users.

e Securing messages using XML-based en-
cryption and digital signatures.

« Providing security audit capabilities for Web
service access and usage.

« Enabling establishment of enterprise securi-
ty services policies that are consistently

enforced during authentication, authoriza-
tion and auditing. This policy-based ap-
proach means protection strength can be set
independently of the application.

« Facilitating cross-domain security interoper-
ability by mapping user attributes from the
originating enterprise domain to attributes in
the destination enterprise domain using the
Attribute-Mapping Service. This allows each
processing domain to continue to function
normally without requiring changes to exist-
ing code and policies.

e Relieving application programmers of the
burden of implementing additional, security-
oriented functionality — reducing develop-
ment time, while improving inter-business
interoperability.

SOAP Content Inspection can use Security
Assertion Markup Language (SAML) to provide
a standards-based approach for security infor-
mation portability. SAML is an initiative orches-
trated by OASIS (Organization for the Ad-
vancement of Structured Information Stan-
dards), an organization that has been a driving
force in defining emerging standards for securi-
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ty information portability and security policies.
More information on SAML is available at
WWW.0asis-open.org/committees/sec urity.

It is ideal that SOAP Content Inspection
uses the services of the underlying EASI
Security Framework (see Figure 2), which
supports access to multiple underlying
security service providers. In this way, any

component that does SOAP Content
Inspection, acts as an “appliance” (a plug-
gable, easy-to-use component) that uses the
framework services.

Conclusion
Protecting the security and privacy of
exchanged information is absolutely critical to

the success of any Web services architecture.
This security model must be incorporated into
the foundational layers of the enterprise Web
services framework, supporting an evolving
implementation philosophy. Enterprise appli-
cations cannot be forced to rely on a single
provider for their security services.

Given these realities, enterprises wishing to
tap the advantages of Web services must adopt
approaches to enterprise-wide security that
enhance both security and flexibility. Im-
plementing a comprehensive, standards-
based security framework with purpose-built
solutions such as SOAP Content Inspection,
meet both critical requirements. Together, they
provide a flexible way to unify diverse security
solutions across multiple domains and to
ensure the security of Web service applica-
tions, messages, and data.

No security architecture for Web services
should require enterprises to drastically alter
their existing security architecture. Im-
plementing an enterprise-wide security frame-
work enables organizations to leverage exist-
ing investments, relationships, and policies
for unified security. ©
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the caveat that the developer must demar-
cate any transactions that support business
logic, as well as deal with application-spe-
cific calls. In this case the transaction
demarcation is supported by the client
transaction API (the Client Tx API in Figure

with the necessary tools with which to
structure and control transactions within
the application. The commands available
to a developer in a transactional Web
services environment are quite familiar
to those of us that have used other trans-

Though Web services
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t's a fact: Web services have started to

mature. Those emergent standards that

once held so much promise are now actu-
ally starting to deliver useful implementations.
With the basic Web services plumbing mas-
tered, we're starting to see more advanced
infrastructure, which enables these second-
generation Web services to focus on complex
interactions over the Internet. This article, the
first of a two-part series, covers one such
aspect of the second-generation infrastructure

for Web services: transactions.
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Overview

The OASIS Business Transactions Pro-
tocol, or BTP, has become the prominent
standard for Web services transactions.
BTP is the product of just over a year’s
work by vendors such as HP, BEA, and
Oracle, and has resulted in the develop-
ment of a transaction model particularly
suited to loosely coupled systems like
Web services.

In this article, we’re going to look at
how BTP fits into the whole Web services
architecture, and how we can use one of
the vendor toolkits (we’ll use HP’s toolkit,
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but the underlying principles apply to
other vendors’ software) to build and
consume transaction-aware Web servic-
es. But before we do, let’s review the
architecture in the context of a simple
transactional scenario.

The diagram shown in Figure 1 is sim-
ilar to a typical high-level Web services
architecture. The only differences here
are that one service, the transaction
manager, has been singled out as being
distinct from the other Web services
(which we assume are responsible for
some aspects of a business process), and

FIGURE 1 | Architecture of a simple transactional Web service-based application
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is a hot technology, we
shouldn’t lose sight of
the fact that it exists to
support business
processes 9 9

the fact that we’ve chosen to identify two
distinct categories of messages: control
messages (which are used to control
transactions) and application messages
(which propagate application data
around the system).

Of course, if it really were as simple as
deploying a transaction manager service
into the architecture, then this article
wouldn’t be necessary. Unfortunately it’s
not that simple; or at least not quite that
simple, as we shall see. To illustrate, it’s
convenient to use Figure 1 as a point of
reference as we work through the archi-
tecture, filling in the details. We’ll work
from left to right, from the client through
to the Web services, and cover everything
in between.

Consuming Transactional
Web Services

Though Web services is a hot technol-
ogy, we shouldn’t lose sight of the fact
that it exists to support business process-
es. With that in mind, the right place to
start our investigation is most definitely
at the client end of a system — where the
results of Web services interactions are
brought together and where the value of
a business process is ultimately focused.
To place this in the proper context, it’s
useful to see an exploded view of the
client-side infrastructure, shown in
Figure 2.

In a nontransactional Web services-
based application, the client process can
be something as simple as a collection of
calls (via proxies) to services that are
involved in the activity. In a transactional
Web services-based application, the
same is (surprisingly enough) true, with

WWw.wsj2.com

2), whereas the business methods support-
ed by service proxies appear to logically
remain free of any transactional infrastruc-
ture from the point of view of the client
application developer. In fact, under the
covers there is a mechanism that performs
context associations with local threads of
control within the client and messages
passed between the client and (transaction-
al) Web services. In Figure 2, this is the pur-
pose of the Tx Context Interceptor.

Client API
The client API provides the developer

Although this article isn’t about the BTP model itself,
we still need to be familiar with a couple of BTP con-
cepts. The bare minimum we can get away with is a lit-
tle background on the two types of transactions BTP
supports, which are:

« Atoms: These are similar to traditional atomic trans-
actions in which Web services participating in an
atom are guaranteed to see the same outcome as all
the other participants.

« Cohesions: These allow business logic to dictate
which combination of participating services can suc-
ceed or fail, while permitting the transaction as
a whole to make forward progress — this allows the
business transaction to proceed even in the
presence of failures.

action APIs in the past, with the caveat

that BTP supports full control over both

phases of the commit process and thus
has a larger command set than we might
otherwise envision. The UserTransaction

API supports the common verbs (and by

implication the methods that enact those

verbs) for transaction demarcation:

« Begin: Creates a new top-level transac-
tion (or subtransaction) for either
atomic or cohesive transactions

e Prepare: Instructs an atomic transac-
tion to prepare its associated partici-
pating services when the transaction is

BTP in Brief

Cohesions allow us to pick a group of participating
services (known as the confirm set) that we would
eventually like to reach completion, while atoms require
that all participating services either confirm or cancel
unanimously.

It's also worth bearing in mind that BTP adopts a
two-phase approach to its transaction coordination. At
termination time, services participating in a transaction
are asked up front to state their intention (whether they
will proceed with the transaction or whether they are
not prepared to do so), and will later be instructed by the
transaction manager to either proceed or not, based on
the analysis of all of the collected intentions. As we shall
see, this model is presented explicitly to the program-
mer through the toolkit API.
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FIGURE2 | BTP client-side infrastructure
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Client-side request processing

to terminate

e Prepare Inferiors: Instructs a cohesive
transaction to prepare one or more of
its participating services at transaction
termination time

e Confirm: Instructs an atomic transac-
tion to confirm all of its participating
services, and confirms all participant
services that voted to confirm in the
case of a cohesive transaction

e Cancel: Instructs all participating ser-
vices in an atomic transaction, or those
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services specified in the parameter to
the method call in a cohesive transac-
tion, to cancel
In addition to these demarcation
verbs, a number of other commands can
be used to inquire about a transaction:

e Status: Asks the transaction manager
to return the state (e.g., committed,
preparing) of the current transaction

e Transaction type: Exposes the type of
the current transaction (i.e., atom or
cohesion)

* Transaction name: Exposes the name of
the current transaction in string form

Two verbs allow advanced manual trans-
action management:
e Suspend: Disassociates the current
thread from the current transaction
e Resume: (Re)associates the current
thread with the current transaction

Those who have previously worked with
transactions will immediately find them-
selves at home with this API, since it is in
the same spirit as other transaction APls
like JTA. Let’s take a look at an example.

In the code shown in Listing 1, we see
an atom being used to ensure a consis-
tent outcome across calls to the Web
services shown in Figure 1. Initially we
obtain a reference to an instance of User-
Transaction from a (previously initial-
ized) UserTransactionFactory, which we
then use to delimit the scope of the single
transaction in our application. Our atom-
ic transaction is started by calling the
begin(...) method on the user transaction
APl and specifying the type of transac-
tion as an atom. From now on the busi-
ness logic is straightforward and contains
no further transaction control primitives;
we simply go ahead and make the book-
ings we want for our night out through
the book(...) methods of the service prox-
ies we created.

Once the business logic has completed,
we can terminate the transaction by calling
prepare(...) and confirm(...) which, in the
absence of failures, should confirm to all
parties that they should henceforth honor
all our booking requests. If there are failures,
then all parties are informed and should
take the necessary steps to undo any work
undertaken on our behalf, while the client
application will receive an exception that
details what exactly has gone wrong.

The great thing about this example is
that it shows just how simple and relatively
noninvasive it can be to wrap work with Web
services within a transaction. In fact, the
business logic aspects of the code would be
the same irrespective of whether or not
transactions are used.

Under the Covers:

BTP’s Two-Pipe Model
To support transactional Web servic-

WWw. wsj2.com
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BTP client-side response processing

es—based applications, BTP utilizes two
distinct types of messages that the client
application exchanges with business Web
services. The first of these messages is
exchanged exclusively within the trans-
action infrastructure. The other type con-
sists of messages that the client ex-
changes with business Web services onto
which BTP messages might be piggy-
backed.

The messages that the application ex-
changes with the transaction infrastruc-
ture are encapsulated by the primitives
supported by the client API. For exam-
ple, a begin(...) method being executed
by the client causes a corresponding BTP
begin message to be sent to a transaction
manager via the SOAP server, and for
response messages from the transaction
manager to be processed in the reverse
order. This is shown in Figure 3, and a
sample BTP message (begin) is shown in
Listing 2. The only slightly unusual
aspect to this example is that the re-
sponse to begin messages (and only
begin messages) is cached for later use
so local threads of execution can be
associated with the BTP transaction
under which its work is being carried
out.

WWw.wsj2.com

When transporting application mes-
sages, the situation is a little different.
Unlike BTP messages in which the mes-
sage content travels in the body of the
SOAP envelope, when application mes-
sages are sent, application-specific con-
tent travels in the body, while any BTP
messages are relegated to the header part
of the envelope. We can see this in Listing
3, in which the SOAP body carries the
application payload, while the header is
used to carry the BTP context.

This scheme works well since most
SOAP stacks are well equipped to perform
efficient header processing, and placing
the BTP content, including the transac-
tion context, in the header means that
SOAP actors can pick out the parts of the
header space that are of interest without
having to parse the whole application
payload. From a development point of
view, most SOAP servers support plug-
gable header processors, which means
that building BTP context processing into
your infrastructure should be straightfor-
ward. To demonstrate that point, let’s take
a look at the general client-side architec-
ture (which is based on Apache Axis in the
toolkit we've used), as per the examples in
Figure 3 and Listing 2.

Figure 4 shows the outward path of a
call to a Web service, starting from the
left with the local method call to a service
proxy. The call then follows the logical
path of being converted to the appropri-
ate SOAP body, which contains the appli-
cation payload, before it progresses to
the outgoing context handler. The con-
text handler takes advantage of the fact
that the information supplied in re-
sponse to the BTP begin message was
recorded, and is able to produce a BTP
context from that data, which it duly
inserts into the SOAP envelope’s header.
If there is no contextual data stored for
the current thread (i.e., it isn’t part of a
transaction or the transaction has been
deliberately suspended), then the con-
text insertion is simply bypassed.

For return messages, the strategy is
simply the reverse, as shown in Figure 5,
in which the flow is from right to left.
Responses are quickly scanned to see if
they contain any BTP context entries in
their headers. If context data is present, it
is stripped out of the message and may
be used to resume the transaction locally
by associating the current thread while
the rest of the message passes through to the

From a development
point of view, most
SOAP servers support
pluggable header
processors, which
means that building
BTP context
processing into
your infrastructure
should be straight-
forward J 9
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service proxies. Once at the service proxies,
the local method call returns control to the
client, which is unaware of all of the addi-
tional processing that has occurred on its
behalf.

Having reached the point where we can
send application messages with BTP con-
texts, as well as BTP messages themselves,
we're able to follow the messages as they trav-
el across the wire. Following the cables

inevitably leads us to business Web services.

Summary

The first article in this series on imple-
menting transactional Web services—
based applications has shown how client
applications can be constructed using
off-the-shelf BTP toolkits. We've seen how
much of the hard work involved in man-
aging transactions has been delegated to

the toolkit and the underlying SOAP
infrastructure, leaving to the developer
the real value-add work of getting the
application logic and transaction struc-
ture right. However, this is only half the
story. In the next article, we’ll investigate
what happens at the Web service end, and
show how true enterprise-class Web serv-
ices applications can be made transac-
tional fromend toend. ©

Listing 1: Controlling atoms from a Web service client

/1 initialized)

restaurant = new Restaurant Service();
taxi = new Taxi Service();

theatre = new TheatreService();

/1 now i nvoke the business |ogic
rest aur ant . bookSeat s( 3) ;
theatre. bookSeat s(3, 2);

t axi . bookTaxi ();

coor di nat i on)

user Transact i on. prepare();

coor di nati on)

user Transacti on. confirmn();

<?xm version="1.0" encodi ng="UTF-8" ?>

<SQAP: Envel ope

<SQAP: Body>

<bt p: begi n transacti on-type="at ont

/1 obtain a UserTransaction object (assune it is previously
user Transaction = User Transact i onFact ory. get Transacti on();

/1 obtain references to the Wb services we are going to use:

// Start a new transaction, using a sinple atom

user Transact i on. begi n(com hp. nw. xt s. TxTypes. ATOM ;

/1 prepare the transaction (first phase of two phase

/1 confirmthe transaction (second phase of two phase

Listing 2: A BTP begin message

SOAP: encodi ngStyl e="http://schenmas. xm soap. or g/ soap/ encodi ng/ "

xm ns: SOAP="ht t p: / / schemas. xni soap. or g/ soap/ envel ope/ ">

xm ns: bt p="ur n: oasi s: nanes: tc: BTP: 1. 0: core" />

</ SOAP: Body>

</ SQAP: Envel ope>

<SQAP: Envel ope

<SQOAP: Header >

<bt p: cont ext >

</ bt p: nessages>
</ SOAP: Header >

<SQAP: Body>

</ ns: booki ng>
</ SOAP: Body>

</ SQAP: Envel ope>
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</ bt p: cont ext >

Listing 3: An application message with BTP context

<?xm version="1.0" encodi ng="UTF-8" ?>

SOAP: encodi ngStyl e="ht t p: / / schemas. xm soap. or g/ soap/ encodi ng/ "

xm ns: SOAP="ht t p: / / schemas. xni soap. or g/ soap/ envel ope/ ">
<bt p: messages xni ns: bt p="ur n: oasi s: names: t c: BTP: 1. 0: core">

<bt p: superi or - addr ess>
<bt p: bi ndi ng- name>soap- ht t p- 1</ bt p: bi ndi ng- nane>
<bt p: bi ndi ng- addr ess>
htt p: // nybusi ness. cont bt pservi ce
</ bt p: bi ndi ng- addr ess>
</ bt p: superi or - addr ess>
<bt p: superior-identifier>
12f a6de4eal3ec
</ bt p: superior-identifier>

<bt p: super i or - t ype>at onx/ bt p: superi or - t ype>

<ns: booki ng xni ns: ns="http://btp.restaurant.org/">

<seats xsi:type="xsd:int">99</seats>

Download the code at

sys-con.com/webservices
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The Business Transaction
Protocol: Transactions for

d flew Age

Bringing ACID models
into the Web services world )

tomic transactions are a well-known

technique for guaranteeing consisten-

cy in the presence of failures. The ACID
properties of atomic transactions ensure that,
even in complex business applications, con-
sistency of state is preserved.

Transactions are best viewed as “short-
lived” entities operating in a closely-cou-
pled environment, performing stable state
changes to the system; they are less well
suited for structuring “long-lived” applica-
tion functions (e.g., running for hours,
days, etc.) and running in a loosely cou-
pled environment like the Web. Long-lived
atomic transactions (as typically occur in
business-to-business interactions) may
reduce the concurrency in the system to
an unacceptable level by holding on to
resources (e.g., locks) for a long time; fur-
ther, if such an atomic transaction rolls
back, much valuable work already per-
formed could be undone. As a result, there
have been various extended transactions
models where strict ACID properties can
be relaxed in a controlled manner. Until
recently, translating these models into the
world of Web services had not been
attempted. However, the OASIS Business
Transactions Protocol, specified by a col-
laboration of several companies, has tried
to address this issue.
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Introduction

With the advent of Web services, the Web is
being populated by service providers who wish
to take advantage of this large B2B space.
However, there are still important security and
fault-tolerance considerations that must be
addressed. One of these is the fact that the Web
frequently suffers from failures that can affect
both the performance and consistency of appli-
cations that run over it.

Atomic transactions are a well-known tech-
nique for guaranteeing consistency in the pres-
ence of failures. (Note: | will not use the term
transaction in place of atomic transaction since
in the B2B space this has different connota-
tions.) The ACID properties of atomic transac-
tions (Atomicity, Consistency, Isolation,
Durability) ensure that even in complex busi-
ness applications consistency of state is pre-
served, despite concurrent accesses and fail-
ures. This is an extremely useful fault-tolerance
technique, especially when multiple, possibly
remote, resources are involved.

The structuring mechanisms available with-
in traditional atomic transaction systems are
sequential and concurrent composition of
transactions. These mechanisms are sufficient
if an application function can be represented as
a single atomic transaction. As Web services
evolved as a means to integrate processes and
applications at an inter-enterprise level, tradi-
tional transaction semantics and protocols
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have proven inappropriate. Web services—based
transactions differ from traditional transactions
in that they execute over long periods, they
require commitments to the transaction to be
“negotiated” at runtime, and isolation levels
have to be relaxed.

As a result, there have been various extend-
ed transactions models, in which strict ACID
properties can be relaxed in a controlled man-
ner. Until recently, translating these models into
the world of Web services had not been
attempted. However, the OASIS Business
Transactions Protocol (BTP), specified by a col-
laboration of several companies, has tried to
address this issue. In this article we'll first con-
sider why traditional atomic transactions are
insufficient for long-running B2B activities,
and then describe how the BTP protocol has
attempted to solve these problems.

Why ACID Transactions Are Too
Strong

ACID transactions by themselves are inade-
quate for structuring long-lived applications. To
ensure ACID-ity between multiple participants,
a multiphase (typically two) consensus mech-
anism is required (see Figure 1). During the first
(preparation) phase, an individual participant
must make durable any state changes that oc-
curred during the scope of the atomic transac-
tion, such that these changes can either be
rolled back (undone) or committed later once
consensus to the transaction outcome has been
determined among all partici-
pants, i.e.,, any original state
must not be lost at this point, as
the atomic transaction could
still roll back. Assuming no fail-
ures occurred during the

first phase (in which case
all participants will be
forced to undo their
changes), in the second
(commitment) phase,
participants may “over-
write” the original state
with the state made
durable during the first
phase.

In order to guarantee
consensus, a two-phase
commit is necessarily a
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blocking protocol. After returning the phase 1
response, each participant that returned acom-
mit response must remain blocked until it has
received the coordinator’s phase 2 message
telling it what to do. Until they receive this mes-
sage, any resources used by the participant are
unavailable for use by other atomic transac-
tions, since to do so may result in non-ACID
behavior. If the coordinator fails before delivery
of the second phase message these resources
remain blocked until it recovers. In addition, if a
participant fails after phase 1, but before the
coordinator can deliver its final commit deci-
sion, the atomic transaction cannot be com-
pleted until the participant recovers: all partici-
pants must see both phases of the commit pro-
tocol in order to guarantee ACID semantics.
There is no implied time limit between a coor-
dinator sending the first phase message of the
commit protocol and it sending the second,
commit phase message; there could be seconds
or hours between them.

Therefore, structuring certain activities from
long-running atomic transactions can reduce
the amount of concurrency within an applica-
tion or (in the event of failures) require work to
be performed again. For example, there are cer-
tain classes of application where it is known
that resources acquired within an atomic trans-
action can be released “early,” rather than hav-
ing to wait until the atomic transaction termi-
nates; in the event of the atomic transaction
rolling back, however, certain compensation
activities may be necessary to restore the sys-
tem to a consistent state. Such compensation
activities (which may perform forward or back-
ward recovery) will typically be application spe-
cific, may not be necessary at all, or may be
more efficiently dealt with by the application.

For example, long-running activities can be
structured as many independent, short-dura-
tion atomic transactions, to form a “logical”
long-running transaction. This structure allows
an activity to acquire and use resources for only
the required duration of this long-running
activity. In Figure 2 an application activity
(shown by the dotted ellipse) has been splitinto
many different, coordinated, short-duration
atomic transactions. Assume that the applica-
tion activity is concerned with booking a taxi
(t1), reserving a table at a restaurant (t2), reserv-
ing a seat at the theater (t3), booking a room at
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a hotel (t4), and so on. If all of these operations
were performed as a single atomic transaction,
then resources acquired during t1 would not be
released until the atomic transaction has termi-
nated. If subsequent activities t2, t3, etc., do not
require those resources, then they will be need-
lessly unavailable to other clients.

However, if failures and concurrent access
occur during the lifetime of these individual
transactional activities, then the behavior of the
entire “logical long-running transaction” may
not possess ACID properties. Therefore, some
form of (application-specific) compensation
may be required to attempt to return the state of
the system to consistency. For example, let’s
assume that t4 aborts. Further assume that the
application can continue to make forward
progress, but in order to do so must now undo
some state changes made prior to the start of t4
(by t1, t2, or t3). New activities are started; tcl is
a compensation activity that will attempt to
undo state changes performed by, say, t2 and t3,
which will continue the application once tcl
has completed. tc5' and tc6’ are new activities
that continue after compensation, e.g. since it
was not possible to reserve the theater, restau-
rant, and hotel, it is decided to book tickets at
the cinema. Obviously, other forms of composi-
tion are possible.

Properties of a Web Service-Based
Transaction

The fundamental question addressed here
is what properties must a transaction model
possess in order to support business-to-busi-
ness interactions? To begin to answer that, we
need to understand what we mean by a busi-
ness transaction.

A business relationship is any distributed
state maintained by two or more parties and is
subject to some contractual constraints pre-
viously agreed to by those parties. A business
transaction can therefore be considered as a
consistent change in the state of a business
relationship between parties. Each party in a
business transaction holds its own applica-
tion state corresponding to the business rela-
tionship with other parties in that transac-
tion. During the course of a business transac-
tion, this state may change.

In the Web services domain, information
about business transactions is communicated
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in XML documents. However, how those docu-
ments are exchanged by the different parties
involved (e.g., e-mail or HTTP) may be a func-
tion of the environment, type of business rela-
tionship, or other business or logistical factors.
Therefore, mandating a specific XML carrier
protocol may be too restrictive.

Since business relationships imply a
level of value to the parties associated by
those relationships, achieving some level
of consensus among these parties is
important. Not all participants within
a particular business transaction have to
see the same outcome; a specific trans-
action may possess multiple consensus
groups.
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In addition to understanding the out-
comes, a participant within a business
transaction may need to support provi-
sional or tentative state changes during
the course of the transaction. Such parties
must also support the completion of a
business transaction, either through con-
firmation (final effect) or cancellation
(counter-effect). In general, what it means
to confirm or cancel work done within a
business transaction will be for the partic-
ipant to determine.

For example, an application may choose
to perform changes as provisional effects
and make them visible to other business
transactions. It may store necessary infor-
mation to undo these changes at the same
time. On confirmation, it may simply dis-
card these “undo”, changes, or on cancella-
tion it may apply these “undo” changes. An
application can employ such a compensa-
tion-based approach or take a conventional
“rollback” approach. It is with these proper-
ties in mind that we can discuss the
Business Transaction Protocol.

The Business Transaction Protocol
B2B interactions may be complex, involving
many parties, spanning many different organi-
sations, and potentially lasting for hours or
days, e.g., the process of ordering and delivering
parts for acomputer may involve different sup-
pliers, and may only be considered to have
completed once the parts are delivered to their
final destination. Most business-to-business
collaborative applications require transactional
support in order to guarantee consistent out-
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come and correct execution. These applications
often involve long-running computations,
loosely coupled systems, and components that
do not share data, location, or administration; it
is then difficult to incorporate ACID transac-
tions within such architectures. Furthermore,
most collaborative business process manage-
ment systems support complex, long-running
processes in which undoing tasks that have
already completed may be necessary in order to
effect recovery or to choose another acceptable
execution path.

For example, an online bookshop may
well reserve books for an individual for a
specific period of time, but if the individual
does not purchase the books within that
time period they will be “put back onto the
shelf” for others to purchase; to do other-
wise could result in the shop never selling a
single book. Furthermore, because it is not
possible for anyone to have an infinite sup-
ply of stock, some examples of online shops
may appear to users to reserve items for
them, but in fact if other users want to pur-
chase them first they may be allowed to (i.e.,
the same book may be “reserved” for multi-
ple users concurrently); a user may subse-
quently find that the item is no longer avail-
able, or may have to be ordered especially
for them. If these examples were modelled
using atomic transactions, then the reserva-
tion process would require the book to be
locked for the duration of the atomic trans-
action — it would have to be available, and
could not be acquired by (sold to) another
user. When the atomic transaction commits,
the book will be removed from stock and
mailed to the user.
However, if a failure
occurs during the co-
mmitment protocol,
the book may remain
locked for an indeter-
minate amount of
time (or until manual
intervention occurs).

As aresult, the use
of traditional atomic
transactions  with
strict ACID proper-
ties (e.g., systems
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that implement the

JTS specification [SUN99]) is considered too
restrictive for many types of applications.

The Organization for the Advancement of
Structured Information Standards (OASIS)
Business Transaction Protocol (BTP) is a
transaction protocol that meets the require-
ment for Web-based, long-running collabo-
rative business applications. BTP is de-
signed to support applications that are dis-
parate in time, location, and administration
and thus require transactional support
beyond classical ACID transactions. In
short, BTP is a protocol for ensuring consis-
tent outcomes from participating parties in
a business transaction.

Note: It is important to realize that the
term “transaction” in this sense does not
mean atomic transaction, although ACID
semantics can be obtained if required.

Consensus of Opinion
In general, a business transaction re-

quires the capability for certain participants
to be structured into a consensus group
such that all of the members in a grouping
have the same result. Different participants
within the same business transaction may
belong to different consensus groups. The
business logic then controls how each group
completes. In this way, a business transac-
tion may cause a subset of the groups it nat-
urally creates to perform the work it asks,
while asking the other groups to undo the
work.

Consider the situation shown in Figure 4,
in which a user is booking a holiday, has
provisionally reserved a flight ticket and taxi
to the airport, and is now looking for travel
insurance. The first consensus group holds
Flights and Taxi, since neither of these can
occur independently. The user may then
decide to visit multiple insurance sites
(called A and B in this example), and as he
goes may reserve the quotes he likes. So, A
may quote $50, which is just within budget,
but the user may want to try B just in case he
can find a cheaper price, without losing the
initial quote. If the quote from B is less than
that from A, the user may cancel A while
confirming both the flights and the insur-
ance from B. Each insurance site may there-
fore occur within its own consensus group.
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| Flight booking

This is not possible when using ACID trans-
actions.

BTP uses a two-phase completion proto-
col to guarantee atomicity of decisions but
does not imply specific implementations. To
enforce this distinction, rather than call the
second phases of the termination protocol
“commit” and “rollback” as is the case in an
ACID transaction environment, they are
called “confirm” and “cancel” respectively,
with the intention of decoupling the phases
from any preconceptions of specific back-
ward-compensation implementations.

It's important to stress that although BTP
uses a two-phase protocol, it does not imply
ACID transactions. How implementations of
prepare, confirm, and cancel are provided is a
back-end implementation decision. Issues to
do with consistency and isolation of data are
also back-end choices and not imposed or
assumed by BTRP. A BTP implementation is pri-
marily concerned with two-phase coordina-
tion of abstract entities (participants).

Open-Top Coordination
In a traditional transaction system, the
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application or user has very few verbs with
which to control the transaction. Typically,
these are “begin,” “commit,” and “roll back,”
corresponding to starting a transaction, com-
mitting a transaction, and rolling back a trans-
action respectively. When an application asks
for a transaction to commit, the coordinator
will execute the entire two-phase commit pro-
tocol, as described earlier, before returning an
outcome to the application (what BTP terms a
closed-top commit protocol). The elapse time
between the execution of the first phase and the
second phase is typically milliseconds to sec-
onds, but is entirely under the control of the
coordinator.

However, the actual two-phase protocol
does not impose any restrictions on the time
between executing the first and second phases.
Obviously, the longer this period takes, the
more chance there is for a failure to occur and
the longer (critical) resources remain locked or
isolated from other users. This is the reason why
most ACID transaction systems attempt to keep
this time frame to a minimum and why they do
not work well in environments like the Web.

BTPR on the other hand, took the approach of
allowing the time between these phases to be
set by the application by expanding the verbs
available to include explicit control over both
phases of the term, i.e., “prepare,” “confirm,”
and “cancel” — what BTP terms an open-top
commit protocol. The application has complete
control over when it can tell a transaction to
prepare and, using whatever business logic is
required, it can later determine which transac-
tion(s) to confirm or cancel. This ability is a
powerful tool for applications.

Atoms and Cohesions
To address the specif-

ic requirements of busi-
ness transactions, BTP
introduced two types of
extended transactions,
both using the open-top
completion protocol:

e Atom: An atom is the
typical way in which
“transactional” work
performed on Web
services is scoped. The
outcome of an atom is

guaranteed to be consistent such that all
enlisted participants will see the same
outcome, which will be either to accept
(confirm) the work or reject (cancel) it.

e Cohesion: This type of transaction was
introduced in order to relax atomicity
and allow for the selection of work to be
confirmed or cancelled based on higher-
level business rules. Atoms are the typi-
cal participants within a cohesion, but
unlike an atom, a cohesion may give dif-
ferent outcomes to its participants such
that some of them may confirm while the
remainder cancel. In essence, the two-
phase protocol for a cohesion is parame-
terized to allow a user to specify precise-
ly which participants to prepare and
which to cancel. The strategy underpin-
ning cohesions is that they better model
long-running business activities in
which services enroll in atoms that rep-
resent specific units of work and as the
business activity progresses, may en-
counter conditions that allow it to cancel
or prepare these units, with the caveat
that it may be many hours or days before
the cohesion arrives at its confirm-set:
the set of participants that it requires to
confirm in order to successfully termi-
nate the business activity. Once the con-
firm-set has been determined, the cohe-
sion collapses down to being an atom: all
members of the confirm-set see the
same outcome.

Looking Ahead

In my next article, I'll take a closer look at the
architecture of BTP and how XML is involved in
it. I'll also look at the Web services stack and
how BTP is used.
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Presented an excellent overview of Web
services. Great inside knowledge of both the
new and old protocols. Great insight into the
code piece.”

(44
Very articulate on the Web services SOAP topic
and well-prepared for many questions. I've
learned a lot from this seminar and |
appreciate this seminar for my job. Thank you!”
— Kenneth Unpingco, Southern Wine
& Spirits of America

— Rodrigo Frontecilla

| liked the overview of Web services and the
use of specific tools to display ways to
distribute Web services. Good for getting up to
speed on the concepts.”

— B. Ashton, Stopjetlag.com
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OASIS Forms Committee to Advance
UDDI for Web Services
(Boston) — The OASIS standards consortium has
organized a new technical committee
M to advance the Universal Description,
Discovery, and Integration (UDDI) specification for Web
services. UDDI enables companies and applications to
dynamically find and use Web services using preferred
applications. The OASIS UDDI Specification Technical
Committee is the first committee created within the
OASIS UDDI Member Section, a group formed as a
result of the recent UDDI.org transition to OASIS.

UDDI joins several Web services standards currently
being developed within OASIS. Other specifications include
ebXML for electronic business commerce,

WS-Security for secure Web services, WSIA for interactive
Web applications, WSRP for remote portals, and others.
WWW.0asis-0pen.org

Hitachi Introduces SOAP Content

Inspector for Secure Web Services

(Waltham, MA) — Hitachi Computer Products

] Cuacdracic | (America), Inc., has announced
the availability of the Quadrasis/Xtradyne SOAP Content
Inspector, a Web services security solution that inspects
and secures Simple Object Access Protocol (SOAP)
messages and allows enterprise businesses to take
Web services outside their Intranets.

Developed by Quadrasis in cooperation with Xtradyne
Technologies, SOAP Content
Inspector secures SOAP-to-SOAP communication via
proxy servers with authentication, authorization, audit,
alarm, and policy techniques. It also provides attribute
mapping for cross-domain single-sign on (SSO) authori-
zation and can distinguish between standard HTML and
SOAP messages in order to process accordingly.
Additionally, the SOAP Content Inspector adds a SAML
attribute assertion, and then signs and verifies each of
the defined SOAP messages.
www.guadrasis.com, www.xtradyne.com
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Rogue Wave Software Expands
Web Integration Technologies

(Boulder, CO) — Rogue Wave Software, Inc., a global
F__ infrastructure software and consulting
FOGIE M services company, has announced the
availability of Rogue Wave XML Object Link,
a new release that supports their Web services integra-
tion strategy. XML Object Link addresses the growing
need for businesses to smoothly integrate XML and Web
services with their existing applications in order to
extend their mission-critical systems over a network.

Rogue Wave XML Object Link generates C++ compo-

nents that represent XML documents, simplifying the
task of writing XML-enabled programs by automatically
generating C++ code from XML Schemas. It gives
development teams the ability to easily handle XML
documents that can readily be exchanged with other
systems, including those based on Java or Microsoft
.NET systems using XML or Web services.
WWW.roguewave.com

Software AG Adds SOAP Gateway

(Boston) — Software AG, Inc., has announced that its

Mediator version 7.1.1.3 includes a SOAP (Simple
Object Access Protocol) Gateway to reduce the com-
plexity of managing Web services.

The XML Mediator SOAP Gateway eliminates the cod-
ing necessary to call a Web service and generate a
response. It also provides increased efficiencies
because all Web services can now be managed in one
place via an intelligent GUI. In addition to its SOAP
Gateway, XML Mediator now comes packaged with a
license for TIBCO's XML Transform, a comprehensive
design solution for creating and debugging XSLT
stylesheets.

EntireX XML Mediator supports solutions for B2B
exchange, application synchronization, distributed data
interchange, and business reporting.
www.softwareag.com

Crystal Systems Solutions Announces
New Release from Mainsoft
(Herzlia, Israel) — Crystal Systems Solutions has

= | announced that its subsidiary, Mainsoft
B Corporation, the software porting company,
—rP* | has begun shipping Visual MainWin 5, a
new product that enables companies to develop enter-
prise-class C++ applications using Microsoft Visual
Studio .NET and rapidly deploy them to multiple Unix
platforms.

Developed in close cooperation with Microsoft through the
Visual Studio .NET Integration

| Program (VSIP), Visual MainWin 5
delivers multiplatform performance, security, and scalability
for today's enterprise-class applications, while providing a
solid XML foundation for building Web services. It supports
the vision of interoperable XML Web services based on
Microsoft .NET technology. Visual MainWin 5 has been
designed for linear scalability and process isolation, enabling
nonstop operation.

www.mainsoft.com, www.crystal-sys.com
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Data Junction and Metis Technologies

Deliver Real-Time Integration
(New York) — Metis Technologies, Inc., a leader in Web

E [tz Jurction | services grid computing, has
announced a partnership with Data Junction Corporation,
developers of integration solutions addressing new Web
services integration issues. This partnership will enable appli-
cations to be built with access to many different sources
with little or no programming. With Data Junction, the Metis
Collaboration Platform (MCP 5) assists enterprises in building
applications quickly and easily and provides access to any
data type in real time, resulting in lower development cost
and the capability to dynamically deploy applications.

While the MCP 5 provides the dynamic data flow
framework for large-scale distrib-
uted enterprise engagements,

Data Junction integration solutions offer the ability to connect
to a limitless number of technologies. Together, the compa-
nies will deliver real-time Web services and integration by
merging real-time transformations with dynamic distributed
computing on a peer-to-peer basis.
www.datajunction.com, www.metistech.com

Siebel Systems Redefines
Standard for CRM

(San Mateo, CA) — Siebel Systems, Inc., a provider of
multichannel e-business applica-
tions software, has delivered hundreds of business
processes embedded in Siebel 7.5, the latest release
of Siebel eBusiness Applications. Siebel 7.5 enables
organizations to leverage and modify proven business
processes to deliver customer experiences. With
comprehensive support for Web services and
Universal Application Network — the industry's first
standards-based solution for multiapplication integra-
tion — Siebel 7.5 enables the interoperability of Siebel
eBusiness Applications with Microsoft .NET and
J2EE-based applications.
www.siebel.com
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The features and functions of business rules technology can be used
to complement Web services applications for enterprises today.

ﬂ Beyond the Hype: What to Do With Web Services Today

When you look at the number of enterprises that have rolled out
successful Web services projects to solve real business problems
in a relatively short period of time, it becomes increasingly hard to
sound Web services’ death knell.

Web Services in a Wireless World

Companies incorporating portal technology as part of their
infrastructure need to ensure that their wireless support is
truly open, extensible, and standards-compliant.

The BTP: Transactions for a New Age?
The ACID properties of atomic transactions ensure that even in
complex business applications consistency of state is preserved.

g Boundaryless Information Flow:
The Role of Web Services

Stories of Web services successes and challenges offer
surprises, affirm a few fears, and highlight specific victories.
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Web Services as the Catalyst
for an IT Economic Bounce Back?
A low-cost solution to the integration problem

I ince the king discovered that the cof-
Tyler MCDanlel _ fers were bare., or at Ie.ast_shrin-king,
in 2001, IT spending for big ticket items
Tyler McDaniel is the managing has been in lockdown mode, while all
director of Analyst Services at the king’s men work to put everything
Hurwitz Group, an analyst, bought in ’99 and 2000 together.
research, and consulting firm. In At a time when newer-generation
this capacity, he steers the analyst architectures, such as .NET and J2EE,

resources, to best serve current are either being rolled out or gaining
market needs. Tyler also directs deeper enterprise acceptance, the push
the Application Strategies prac- is on to make better use of existing com-
tice; his specific areas of coverage ~ Puting assets — hammer down and be
are enterprise integration and sure that every last ounce of computing
application development tools. power is squeezed out of those main-
TMCDANIEL@HURWITZ.COM frame applications, those hordes of cus-

tom-built applications, the expansive

packaged applications. Above all, cut
the operational cost of every e-business activity we're involved in.
Return on investment is a must.

Enter the king’s alchemist with vials of new, strange-looking
Web services technology. Or perhaps it’s not so strange-looking —
Hurwitz Group’s research in early 2002 showed that Web services
adoption was moving along quicker than pundits expected, given
the lockdown on budgets. The adopters are tackling enterprise
integration as a primary problem. Developers are very willing to
experiment with the new stuff, and C-level decision makers are
green-lighting Web services. But this new alchemy shouldn’t be
surprising. In fact, it demonstrates a return to basics in IT depart-
ments — not yet the dynamic world of Web services flying all about
the network, being presented, consumed, and joined for new
revenue generation.

We took our eyes off the ball in ’99 and 2000 in terms of the types of
projects we took on and how we declared success on those projects. We
brought in slick and visionary technology to extend our enterprise serv-
ices to the many market opportunities just at browser’s reach. But just
because new technology walked in the door, what was already present
didn't suddenly disappear. We spent too long pulling apart our core,
existing business processes to grab Internet success at the expense of
having efficient back-office fulfillment. We walked away from setting up
business success parameters (ROI) for new technology acquisitions. But
isn't this the original sin of technology — a promise for totally new value
that comes at any price and demolishes how we previously did busi-
ness? It’s real work to make new technology work with the multiplicity of
incumbent technology. It’s even more work to roll out reliable and effi-
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cient business processes that adequately reflect the value of the tech-
nology in the first place. Finally, it requires fiscal due diligence to ensure
that the “return” is in the bag.

We need better strategies and technologies to deal with this
issue. Web services is one of the technologies around it, and Hurwitz
Group is seeing executives starting to form an actual long-term
strategy. With the smallest additive, we can trigger an otherwise stat-
ic mixture — this is the function of the catalyst. How then can Web
services be a catalyst?

First, look at our static mixture. One of the components is frozen
budget expenditures. The other components are legacy applications
and data, large packaged applications, portal technology, home-
grown modern applications, all kinds of things. This mixture has put
us into some degree of stasis: What does what? What is it connected
to? How does this work together? How can | get this information
from point A to point B for the lowest cost and least amount of pain?
How much have | spent on all this?

The issue for Web services is not whether it’s the greatest tech-
nology since yesterday’s greatest thing. The issue centers around the
use and value of Web services. Web services is precisely the catalyst
we need to spark intelligent spending on making our IT assets work
better together. Let’s not forget that computing heterogeneity is a
reality, and we're in a time when market pressures are dictating that
our heterogeneous applications work more cohesively together.
How can we accomplish this? By having a business strategy that
reflects the reality of how we use our IT. This means looking at the
ROI and the return on assets that any software gives us. Web-servic-
es technology is a low-cost investment that helps solve a key prob-
lem: integration of various computing assets. Web services isn’t the
only thing, but it gives us a cost-managed means to look closely at
how effectively our applications work together. Web services can
give us the confidence to truly address our IT integration challenges
in a pragmatic fashion — one that delivers business results.

The catalyst sparks the mixture so we're not afraid to spend our
budgets on things that truly need to be fixed in our IT laboratory.
Use of Web services technology for integration gets us back on track
toward spending our IT dollars on solving today’s problem as
opposed to building tomorrow’s problem, which we were guilty of
not so long ago. As these implementations mature, Hurwitz Group
sees BPM (business process management) taking an even greater
role in the enterprise, but that’s another subject. For now, Web serv-
ices can ignite a return to business value spending for IT by keeping
us focused on projects that unify application fabrics and business
processes. @
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